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Your feedback is welcome

Our goal in the preparation of this Black Book was to create high-value, high-quality content.
Your feedback is an important ingredient that will help guide our future books.
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ProductMgmtBooklets@ixiacom.com.
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SDN/OpenFlow

How to Read this Book

The book is structured as several standalone sections that discuss test methodologies by type.
Every section starts by introducing the reader to relevant information from a technology and
testing perspective.

Each test case has the following organization structure:

Overview Provides background information specific to the test
case.

Objective Describes the goal of the test.

Setup An illustration of the test configuration highlighting the

test ports, simulated elements and other details.

Step-by-Step Instructions Detailed configuration procedures using Ixia test
equipment and applications.

Test Variables A summary of the key test parameters that affect the
test’s performance and scale. These can be modified to
construct other tests.

Results Analysis Provides the background useful for test result analysis,
explaining the metrics and providing examples of
expected results.

Troubleshooting and Provides guidance on how to troubleshoot common
Diagnostics issues.
Conclusions Summarizes the result of the test.

Typographic Conventions

In this document, the following conventions are used to indicate items that are selected or typed
by you:

e Bold items are those that you select or click on. It is also used to indicate text found on
the current GUI screen.

¢ ltalicized items are those that you type.

PN 915-2635-01 Rev C June 2014 vii



SDN/OpenFlow

Dear Reader

Ixia’s Black Books include a number of IP and wireless test methodologies that will help you become
familiar with new technologies and the key testing issues associated with them.

The Black Books can be considered primers on technology and testing. They include test methodologies
that can be used to verify device and system functionality and performance. The methodologies are
universally applicable to any test equipment. Step-by-step instructions using Ixia’s test platform and
applications are used to demonstrate the test methodology.

This tenth edition of the black books includes twenty two volumes covering key technologies and test
methodologies:

Volume 1 — Higher Speed Ethernet Volume 12 — IPv6 Transition Technologies
Volume 2 — QoS Validation Volume 13 — Video over IP

Volume 3 — Advanced MPLS Volume 14 — Network Security

Volume 4 — LTE Evolved Packet Core Volume 15 — MPLS-TP

Volume 5 — Application Delivery Volume 16 — Ultra Low Latency (ULL) Testing
Volume 6 — Voice over IP Volume 17 — Impairments

Volume 7 — Converged Data Center Volume 18 — LTE Access

Volume 8 — Test Automation Volume 19 — 802.11ac Wi-Fi Benchmarking
Volume 9 — Converged Network Adapters Volume 20 — SDN/OpenFlow

Volume 10 — Carrier Ethernet Volume 21 — Network Convergence Testing
Volume 11 — Ethernet Synchronization Volume 22 — Testing Contact Centers

A soft copy of each of the chapters of the books and the associated test configurations are available on
Ixia’s Black Book website at http://www.ixiacom.com/blackbook. Registration is required to access this
section of the Web site.

At Ixia, we know that the networking industry is constantly moving; we aim to be your technology partner
through these ebbs and flows. We hope this Black Book series provides valuable insight into the evolution
of our industry as it applies to test and measurement. Keep testing hard.

ﬁvv

Errol Ginsberg, Acting CEO
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SDN/OpenFlow

Test Methodologies

The tests in this booklet describe detailed methodologies to verify the functionalities and
performance of SDN implementations including OpenFlow.
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Introduction — Software Defined Networking

Introduction — Software Defined Networking

Most modern day network architectures rely on a traditional and conventional hierarchical
organization, dependent on a tree-like structure of Ethernet switches and routers. Focusing
solely on client-server computing, the network architectures fail to meet the needs of today’s
computing trends. With the changes in traffic patterns for increased accessibility and
connectivity, the rising prominence of both private and public cloud services, and the immense
parallel server processing necessary for mega datasets, it is imperative that the demand for
higher network capacity is fulfilled.

By using software defined networking (SDN), it becomes possible to address these needs using
a more dynamic and flexible networking architecture. SDN moves away from traditional
architecture and to a revolutionary service delivery platform that can easily and readily address
the changes in industry. With SDN, the control plane is accessed and modified using open
protocols through software clients. By allowing third parties increased access to the control
plane via software, SDN provides enterprises and carriers unparalleled programmability and
network flexibility with rapid experimentation and optimization to address business needs.
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Introduction — Software Defined Networking

2. At least one good operating system

3. Well-defin.ed open AP Extensible, possibly open-source
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(Images source: Open Networking Foundation)

OpenFlow

OpenFlow is one such communication protocol that enables SDN. OpenFlow, the first standard
interface communications protocol designed specifically for SDN, decouples the control- and
data-planes so that software can determine the network packets passing through a network
thereby customizing the needs of applications and its users. With the centralization of the
control plane, it is possible to introduce and experiment with new capabilities in isolated slices of
the network without affecting the rest of the network. This major change in network architecture
offers its users a way to introduce new applications without the reliance upon individual device
configuration and vendor releases.

SDN via OpenFlow revolutionizes and expands the capabilities of networking architecture,

providing key benefits for the ever-changing market. With rapid innovation and experimentation
possible through software control, OpenFlow delivers the flexibility necessary to combat current
and future network problems. Additionally, not only is there an increased choice regarding new
applications but there is also an increased choice regarding vendor markets. The switch from a
hardware-based to a software-based networking architecture creates open multivendor markets
as the network operator can select different control- and data-plane vendors. The division of the
planes increases network reliability and security, creating the potential to lower both CAPEX
and OPEX costs while decreasing the complexity of networking hardware and network
management.
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Introduction — Software Defined Networking

OpenFlow Basic

OpenFlow defines two main device types; a controller and a switch. The OpenFlow controller
talks to each OpenFlow switch over an IP connection (known as OF Channel) and has the
ability to program the forwarding table of the switch with flow-table entries.

OpenFlow Controller

OpenFlow Protocol (SSL/TCP)

Control Path ||OpenFlow

Data Path (Hardware)

These Flow Table entries are called Flows. A Flow has set of match fields and related actions. A
match fields define the packet match criteria for the switch. Match fields are various protocol
fields such as L2 MAC address, L3 IP address, VLAN address, etc. For each set of Match, there
is a corresponding Action associated with it. The action defines what the switch supposed to do
when packets matches the Match criteria. An Action could set certain protocol fields such as
VLAN address and/or forward the packet to a port. A port could be a physical port or it could be
virtual port number to identify an operation such as flood.

OpenFlow Example
Controller

~

Layer

Software [()pen Flow Client

Flow Table

MAC |MAC (IP P [TCP TCP Action

src dst ISrc Dst sport dport
Hardware

o 5678 * = port 1

Layer

VAV
mii omi g omE

When a packet enters a switch, the switch performs match criteria on the packet by looking up
its Flow Table. When a packet matches a Flow table entry, switch performs a corresponding
match associated with that flow entry. Please note that not all the match fields need to be
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Introduction — Software Defined Networking

defined. A wildcard is used to match for all the values for a certain match field. Along with match
and action, a flow entry also has stats counter. The counters indicated the packet count for each
flows.

Rule Action Stats

Packet + byte counters

Forward packet to zero or more ports
Encapsulate and forward to controller

Send to normal processing pipeline
Modify Fields
Any extensions you add!

Ul N

Switch [ vLAN | VLAN| MAC | MAC | Eth IP IP P |IP L4 L4
Port | ID pcp | src dst type | Src | Dst | ToS | Prot | sport | dport

+ mask what fields to match

The SDN applications run on top of the OpenFlow controller using a well-defined API, known as
the north-bound API. Each controller vendor provides their own set of APIs. Applications can
range from layer 2 or layer 3 learning networks to static provisioned networks and can be as
simple or complicated as the requirements demand. New applications are being developed
every day to address challenges in the data center, service provider WAN, enterprise, and other
networks.
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Introduction — Software Defined Networking

2. At least one good operating system

3. Well-defined open API Extensible, possibly open-source
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Test Case: OpenFlow Switch Setup and Functional Test

Test Case: OpenFlow Switch Setup and Functional Test

Overview

One of the most important aspects of OpenFlow protocol is to create OF Channel. OF Channel
establishes connection between the controller and switch using TCP or TLS. After the TCP
session is established, controller and switch exchanges an OFPT_Hello message. The version
field in the message is set to the highest OpenFlow protocol version supported by the sender.
After receiving the message, the recipient calculates the OpenFlow protocol version to be used.
The lowest version that is sent and received successfully is used as the OpenFlow protocol
version.

After version negotiation, the controller sends Features Request message and switch sends
Features Reply message to advertise their capabilities. Then Echo Request and Echo Reply
messages are exchanged to keep the OF Channel session alive between the controller and the
switch.

Ladder diagram

The following diagram illustrates the message exchange between the switch and the controller.

Switch Controller
TCP 5YN

SYN, ACK ]
TCP connection
ACK

OpenFlow Hello

Version negotiation
OpenFlow Hello

Features Request _
+ Feature Advertisement

Features Reply

EchoRequest

Echo Reply

Figure 1: Message Exchange between Switch and Controller
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Test Case: OpenFlow Switch Setup and Functional Test

Objective

The OpenFlow Switch Setup and Functional test verifies the functionality of OpenFlow switches.
The test provides basic guidelines on how to configure OpenFlow controller, establish OF
Channel, and retrieve switch capabilities using learned information. The test also trigger stat
request using on demand message function and verifies that switch sends reply with requested
information. At the end of the test, statistics are reviewed.

Setup

The following figure illustrates the test setup.

OpenFlow Controller

Lixial

CHAMNMNEL

OF(

tpur !
OpenFlow Switch
STATS

MATCH ACTION
L111 DROP
AABBCC  FORWARD
22272 MODIFY

Figure 2: Test Setup — OpenFlow Switch Setup and Functional Test, test setup
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Test Case: OpenFlow Switch Setup and Functional Test

Step-by-Step Instructions

The following steps describe the procedure for performing the test.

1. Reserve one Ixia port

Q) Port Selection =
| Chassis C::I,:l Add Chassis % @ #e| | More: All ports Ports in configuration EDJ Add Offline Ports Se All pe
Chassis/Card/Port Type State Mame ChassisfCard/Port
+» @ 1020013441 ixos 6,30.850.23 ea-sp2, protocol 1 b @  Controller
~ B9 Card 02 16 PORT 10/100/1000 LSM XMV
W Port 01 10/100/1000 Base T >
@Port 02 10/100/1000 Base T
@iPort 03 10710071000 Base T ddports
@BPort 04 10/100/1000 Base T
@ Port 05 10/100/1000 Base T i
B Port 06 10/100/1000 Base T Assign to
@Port 07 10/100/1000 Base T eI
@Port 08 10/100/1000 Base T
W Port 09 10/100/1000 Base T
. an inenmnnan

Figure 3: Port Selection window

2. Enable OpenFlow by selecting the OpenFlow check box in the RoutingSwitching tab
in the Protocols window.

4 a @ Protocols

I]|]|] Overview
Routing/Switching lMPLSImicasl lCa!ietEllemei ]Ams ]MMenioaim ]Daamuwg ]nieless ]

Port:
© Ports |Pnrt

ﬁ!i Chassis Port Description Owner

1 @ 0
3 Protocol Interfaces

+ EB Openflow

3 @ Static

EIGRP ‘ 1SIS L2/L3 | OpenFlo:

Link

ARP |PINGfDr\PV4‘ BFD | BGP/BGP+

Figure 4: Routing/Switching tab, Protocols window

PN 915-2635-01 Rev C June 2014 9



Test Case: OpenFlow Switch Setup and Functional Test

3. Configure the emulated controller IP address and Gateway address from the
Connected Interface tab on the Protocol Interfaces window. Use the IP address of the
OpenFlow switch if you have only one switch. For Of Channel, ensure that ARP is

resolved.
~ — —————————

D0 E |.Ii'] - ﬁg - :7\';' - DF 2~ (?) ot v||_‘||j]_||"'_,|: Protocols Tools IxMNetwork [test_case_2.ixncfg]

Home Automation Results [ Reports Views Configuration

i o, Add Interface Add IPv6 Add DHCP TLV
a5 . 2 @ * & &
R F_Dj Add Multiple Interfaces % Remaove IPv4

Protocols rotocol Traffic Refresh A
- Interfaces Actions +  Group ID § Ping Protocols - % Remove Interface

Actions Build Edit

€ {3 FA Protacals » A Protocol Interfaces

ol Overview e
| Connected Interfaces  BUncornected Interfaces l GRE Tunnels l Dizcoverad Meighbors l Intetface Dddresses 1 DHCPw4 Dizcovered Inforrnation

25 Scenario

¥ &RP onLink Up W Send Single ARP per Gateway [ NS onLink Up W Send Single NS per Gateway [T Fiter By Unresalved Interfac

. Paort _— ( 1P Acddress IPv4 hazk \
Part Description Link Intertace Description | Enable (1005 - Reserved IP) Wicdth Gateweay ‘
1 Cortrolier - 104100/ 000 Base @4 | Connected - Protocolint Ird N\ 101.1.2 24 101141 j

Figure 5: Protocol Interfaces window

4. Define the port role by selecting the role from the Port Role list on the Ports tab on the
OpenFlow window. You can select any of the following port roles:
a. Control: Ixia port will only act as a Controller.
b. Traffic: Ixia port will be used as traffic endpoints.
c. Control & In-Band Traffic: Ixia port will act as emulated controller as well as traffic
endpoints (that is, in-band signaling).

% ﬁ @ Protoceols PE# OpenFlow

III["] Overview
O Port Diagram @)&mc&s ] Inieriaces l OF Channels l Flow Ranges l Acfons l Trafic Endpomis
orts
ﬁ!h Chassis Port ‘ Protocol State Number of Devices Number of Traffic Endpoints Port Role
1 | 1
B Protocals

b 3 Protocol Interfaces

ontrol & In-Band Traffic

i PE

b B Siatic

Figure 6: Ports tab, OpenFlow window
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Test Case: OpenFlow Switch Setup and Functional Test

5. Configure the Number of Interfaces by going to the Devices tab on the OpenFlow
window. The number of interfaces should be equal to the number of emulated NICs of a

controller.
@ @ {c* 5P Add Device FEE B Filter Selected Ports
TLEy | =
- % Remove Device(s) mm
Protocols OpenFlaw OpenFlow Traffic Add Grid
bl = Actions = Group ID Protocols ~ Operations =
Actions Build Edit Grid
. < ﬂ '[:E' Frotocols PE‘J OpenFlow
I]l]ﬂ Overview

0 Poris Dizgram ] Pﬂls Inierfaces l OF Channels Flow Ranges l Acsons l Trafic Endpoints
-

@t Chassis
Port Enable \Descriptiun Device Role Version
~ 3 Protocols 1 [ Device-1

4 Protocol Interfaces
b Static

6. Go to the Interface tab of the OpenFlow window and assign the Protocol Interfaces
that you created on the Protocol Interface window. This interface is used for the
control-plane (OF Channel). Configure Number of Channels as 1.

Number of Interfaces

Figure 7: Devices tab, OpenFlow window

% ﬁ ti']' Protocols f'z‘! OpenFlow

I]l]ﬂ Cheerview
© Port Dagram | Pors IDF{mmnels Fiow Ranges | Acko
L Qres
ﬁEﬁ Chassis To change number of Interfaces, select 'Devices' tab, and enter number in 'Mumbe
- B Protocols Enable Protocol Interface umber of O

Channels

Figure 8: Interfaces tab, OpenFlow window

Following are some of the important parameters available on the Interface tab of the
OpenFlow window:

e Periodic Echo: Used to keep OF Channel session alive

e Mode of Connection: Used to indicate whether Ixia port initiates TCP
connection. The available options are Passive and Active. Passive is selected
by default and it indicates that the Ixia port will not initiate the TCP connection.
Active indicates that the Ixia port will be used to initiate the TCP connection.

e TCP Port: Indicates the port is used to setup OF Channel. The default is 6633.
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Test Case: OpenFlow Switch Setup and Functional Test

e Delete all Flow at Startup: Used to ensure that the switch does not have any
pre-installed flow in its table. If this check box is selected, Ixia emulated controller
will send Flow Delete message with all 12 Tuples set as wildcard (*) after the OF
Channel is up. And the test starts with no pre-installed flows.

Dwices OF Channets | Flow Ranges | actons |

To change number of Interfaces, select 'Devices' tab, and enter number in 'Number of Interfaces’ field

Device Number of OF |Periodic| Echo |Enable Echo| Timeout Mutipler 7 Typeof | Mode of Accept TCP |Delete all Flows
Description | Enble I ProtocolInterface | ™ crannels Echo | Interval | Timeowt | Option | Timeout Value | Connection| Connecti I Unconfig port | st Startup
1 [V Connected - Prot ~ 1 | Passive V 6633 2

Figure 9: Interface tab, OpenFlow window parameters

7. Go to the OF Channels tab on the Controller window and enable OF Channel by
selecting the Enable check box. Also, enter the DUT IP address in the Remote IP field.
The IP address that you enter in the Remote IP field is the IP address of the OpenFlow
switch.

|] Overvi « ﬁ @Protumls @Oper‘.F.ow E Controller
olll erview —

. @ Ports Devices | Interaces Flcrmeges | Acsons |

g%, Chassis

r €3 Protocols Interface nable Description Local IP Remote IP 1 St
b €3 Protocol Interfaces

1 A\ [ J oFchanner1 | 10,1115

] .jut. Device-1

AP o e

Figure 10: OF Channels tab, Controller window
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Test Case: OpenFlow Switch Setup and Functional Test

8. Enable control capture by selecting the Control Enable check box on the Captures
window. Also, start capture using the Capture control on the ribbon.

DOEE-@--ba2-@ - ElW-

Analyzer Tools
Home Automation Results / Reports Views Debug Packet Capture
. P - T “
3 ©
1
Grid Merge
Operations ~ | Capture -
Ports Grid Merge
4 2 +k captures
Port Port
State S Captures
1 q ¥
~ EB Protocols
4 @ Protocol Interfaces
- @ OpenFlow
~ §E Controller
Learned Information
] .th. Device-1
b 6B static summary | Data | Control | All
o Traffic Captures for port(s): Controller
c:{:i:: Impairments |Ca|:|11.|re Name Started
3 -;}'F Controller - Control 10/28/2012 17:10:25
CuickTests —

Figure 11: Captures window

9. Start OpenFlow protocol from the Protocols control on the ribbon.
g6 =
2 & 5 @« O

Protocols {0 DipenFlow Traffic Add Grid

Actions = Group ID Protocols»  Operations =
Actions Build Grid
] if ﬁ @ Protoceols * @ OpenFlow *
ﬂﬂﬂ Overview
Diagram ] Portz ] Devices  Interfaces Ioch.annels Flow Ranges ] Actons ] Trafiic Endpoints
- 8 Ports
“En Chassic To change number of [nterfaces, select 'Devices' tab, and enter number in Mumber of Interfaces’ figld
Number of OF - Echo Interval
- &8 rotu-ccls Enable: Protocol Interface Channels Periodic Echo (sec)
T b
b 1 |[Connected - Protocolinterface - 100:01 - | 1 10
¢ Controller Running
Learned Information
] dqt, Device-1
b EB Sstatic

Figure 12: OpenFlow window
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Test Case: OpenFlow Switch Setup and Functional Test

Results Analysis
The test results are available on the OpenFlow Controller Aggregated Statistics tab.

Select Views... ( !;penFlow Controller Aggregated Statistics. >

OF Channel
Stat MName Configured
Up

CF Channel

OF Channel
Flap Count Hellos Tx

Learned LUp

OF Channel
Configured

Fort Mame: Hellos R

Echo Requests
Tx

Echo Replies
Rax

Echo Requests
Fx

Echa Replies
Tx

Feature Requests
Tx

Feature Replies R

b1 10.200.134.41jCard0Z{Port16 Controller 1 1 0 0 - ” 214 214 o 0 1 x

Figure 13: OpenFlow Controller Aggregated Statistics tab

This Statistics tab shows detailed information on OpenFlow connection status, message
exchange, error condition, and packet_ins.

You can verify the following statistics to analyze the OF Channel connection:

OF Channel Displays number configured OF Channel

Configured

OF Channel This statistics displays status of the configured OF Channel

Configured UP

OF Channel By default Ixia emulated controller accepts OF Channel connection from
Learned UP a switch even if it is not configured. This statistics shows the un-

configured OF Channel.

Note: The Configure OF Channels option under Learned Information
allows configuring the learned OF Channel.

OF Channel flap This statistics shows the number of times the TCP session is reset.
count
Hello TX/Rx This statistics displays hello message exchange.

Echo request Tx/Rx | This statistics displays echo message for the liveliness between the
switch and controller.

If the OpenFlow Controller Aggregated Statistics tab is not available, you need to enable it
from the Select Views window.
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Test Case: OpenFlow Switch Setup and Functional Test

To enable the OpenFlow Controller Aggregated Statistics tab, click Select Views and select
OpenFlow Controller Aggregated Statistics check box as shown in the following figure.

% {2} B Protacols » (R Openflow

E controller Running

Devices  Interfaces |0FChanneIs I Flom Fanges |.ﬂ.cﬁuns |

Ta change number of Interfaces, select 'Devices' |

Device Description

Y ' PR Lenaa

-

|é0‘eate Mew View Set | Show:  Global Protocol Statistics

Lllcustom View

[ il Sselect Views... |} Global Protocol Stat

Stat Marme |Pnrt Marme

10,200.134.41/CardD2/Part 16 Controller

B

. Views (Total: 5)
 Defaults (Total: 5)
|#| | Ports (Tatal: 4)

L [ port cru statistics

L [ Port statistics
L 4 Tx-Rx Frame Rate Statistics

x| [F]] Global Frotocol statistics
| Protocols (Total: 1)

SLI
= | Bridging-Routing (Total: 1)

(x| =

: 10
x| [

OpenFlow Controller Aggregated Statistics ’

|| |-} Custom Views (Total: 0)

Figure 14: Select Views window

Go to Capture Analyzer and click on Ladder Diagram to verify message exchange

between the controller and the

Flow Summary - Ladder Diagram

Flow Summary

A messagels) and
2 endpoint(s) in

switch.

I_'_,..-:l =

1.1.1:55260

10.1.1.2:6633

this flow, _ 10.
¥ Mare, ., OFP Endpoint OFP Endpoint

1 17:02:51.956371 [d== Hello (SM) (8B} >

z 17:02:51,956541 % Hello (SM) (BE}—Ei|

3 17:02:52.161472 : z Features Reguest (CSM) (EEI}—Eil

4 17:02:52.162609 IiJ—Features Rephy (CSM) (2728) o ,

5 17:02:01.966368 : z Echo Reguest (SM) (EEI}—Eil

[ 17:03:01.967275 I:'I— Echo Reply (SM} (8B} > ,

Figure 15: Capture Analyzer, Ladder Diagram tab

To verify the switch capabilities, supported action or any error condition, go to Learned
Information window. The Learned Information window contains several tabs as shown in the
figure below.. Click Refresh button on the ribbon to update this information.
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Test Case: OpenFlow Switch Setup and Functional Test

The OF Channel Learned Info tab, contains multiple panes. Left pane displays OF Channel
information including TCP port, Data Path ID, Reply State and any error message received
from the switch. When you select a row (OF Channel), the right pane displays all OpenFlow
enabled ports information on that switch.

%5 stetson2.ixiacor.com - Remote Desktap Cannection =8 =]
SPOEER-R-%- b 2@ -[Els - Protocols Taoks IxNetvwork [default_kbhamreL.ixncig] = @
Home  Automation  Resuts/Repors  Views Configuration a Abou
Protocols OpenFlow Oper % | on Demand pdd
- - Messages Protocok
Build
< . {3} @ Protocols » @B OpenFiow » [ Controller Running » [B) Leamed Information
ol overview
Leame e
g Scanario OF Ch logy : 0. Flow St - 0, Flow Aggr. Stal - 0 Port Stat - 0
Vend Stet: 0, Table Stat 0, Queue Config : 0, Dueus Stat : 0
~ € Ports
gy OF Channel Learned Info) Fow Stat | Flom nggregeied Stat | Port St | vendor St | Descripon St | Table Stat | Cuewe Corfiy | cune St | Topology Leamed o
Riefiesh Leaned Info fo
- @ Protocois Device [a1 ] Interface | =
» @ Frotocol Interfaces
+ B OpenFiow elect the rows ko send Nigger/stat requests
i "°"e' B Deta Peth ID Data Path ID (Hex) Locel Port Murrber Remote Port Number Reply State Data Path ID Deta Path ID (Hex) Port humber |-
T Deee 1 ,108,102,524,500 0-00000T0200134234 663 55221 Featurs Reply Received 1 1,108,102.824 500 0x0000010200134234 T
» @@ static 2 1,108,102 824 500 0x0000010200134234
5 1,108,102,524.500 000000102001 34234 5
¢ Traffic 4 1,108,102,824 500 0x0000010200134234 .
] 5 1,108,102.824 500 0X0000010200134234 s
1) Impairments g 1,108,102 524,500 0x000001 0200134234 3
7 1,108,102,524.500 000000102001 34234 4
| QuickTests d 1,108,102,824 500 0x0000010200134234 8
N & 1,108,102,824 500 0x00000102001 34234 a
e 10 1,108,102,824 500 000000102001 34234 0
it 1,108,102,824 500 0x0000010200134234 11 hs
< | s [ »
Learned OF Channel Ports

Figure 16: OF Channel Learned Info tab, Learned Info window

The Ports Stat view displays the details of each OpenFlow ports of the connected switch.

Various OpenFlow message can be sent from controller using On Demand Message button on
the ribbon. Select the OF Channel and then click On Demand Message button. On the
OpenFlow Learned Info Trigger Settings window, select the Port Stat check box (Multiple stats
request can be sent) and click OK.

DO EE-&- = DE & - 'é:' oy '|._.||_i]_||{,|7 Protocols Tools IxNetwork [¢
Home Automation Results [ Reporis Views Configuration
& 53 S0 %

e
Protocols OpenFlow C&%‘Bﬂgw Traffic fresh OF] On Demand

Add
Group ID  Channals '} Messages Protocols =

Actions Build
< ﬁ @ Protocols @ OpenFlow Open Flow Learned Info Trigger Settinags
alll ovenview 7
~Leamad Info Recards - Flow Stat I Flow Aggregated Sta \lvendor Stat | vendor
= Scenario 0OF Channel : 1, Tapology : 0, Flow Stat : ( €—\
“endor Stat: 0, Desc. Stat: 0, Table Stat o Bt St?tJ
« O Ports Fart Number [oFPP_NONE x| |

B OF Channel Leamned In‘fol Flow Stat I Flaw £ A 3
esponse Timeout "
a8, Chassis i . [msepc] |5,DUU [~ Match Capability
Refresh Leamed Info for:
~ €D Protocols Pexis Im Interface
b €8 Protocol Interfaces

~ D OpenFlow Select the raws to zend tigger/stat requests
+ [ Controller Running
= Data Path (D
Learned Infor
b 5 Device-1 1 1,108,102,524,500
b FQ Static

Figure 17: OpenFlow Learned Info Trigger Settings window
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Test Case: OpenFlow Switch Setup and Functional Test

This feature allows you to monitor the switch status without logging on to the switch. In this
example, you can view OpenFlow switch ports information like Tx and Rx packet counts,
dropped packet, CRC, Frame alignment, Collision and Overrun errors. The Latency field shows
the response time of the switch for the particular stat request.

£ . {3} D Protocols » €B OpenFlow » [§ Controller Running » [2) Leamed Information

OF Chanrel: 1, Topoloay : 0, Flow Stat 0, Flow Agar. Stat : 0, Port Stat : 54
Wendor Stat : 0, Desc. Stat: 0, Table Stat : 0, Gueus Config .0, Oueue Stat : 0

" Leared Info Records ‘ ‘

OF Chamnel Leamed o | Flow 3t | Flom Aggregated Stat‘ Port Stat 'Vendnrsﬁl | Deserpton st | Table stat | Queue Confy | Gucue St | Topology Leamed o |
Suitch to ‘OF Charvie! tabto send tiager

Local P Remcte P Data Path ID Data Path D (Hex) | Latency (usec) | Error Type | Error code Reply State Porthio  |Received Packets ";:g“:” Received Byles "ag;”;"s'e” Pachets DR’;’“’“E“ by Packets Dropped-—
1 10.200.134 233 10200134234 1,108,102,824,50 0x000001 0200134234 A A Reply Received 1 817 303 174190 537 626 794 0
2 10.200.134 233 10200134234 1,108,102,824,50 0x000001 0200134234 A A Reply Received 2 309777 1,049 39,726,223 283,585 40,000 0
3 10200134253 10200134234 1,108,102,024,50 0000001 0200134234 NA [ Reply Received 3 810 2727 173,801 35,087 07 B3 0
4 10200134233 10200134234 1,108,102,824,50 0000001 0200134234 A N Feply Recsived 4 0 o 0 i 0 0
5 10.200.134 233 10200134234 1,108,102,824,50 0x000001020071 34234 A A Reply Received 5 0 o 0 o o 0
6 10.200.134 233 10200134234 1,108,102,824,50 0x000001 0200134234 A A Reply Received 5] 0 o 0 o o 0
7 10200134253 10200134234 1,108,102,024,50 0000001 0200134234 NA [ Reply Received 7 0 0 0 0 0 0
B 10200134233 10200134234 1,108,102824,50 0000001 0200134234 A [ Reply Received 3 0 [] 0 [ [ 0
B 10200134233 10200134234 1,108,102,824,50 0000001 0200134234 A N Feply Recsived ] 0 o 0 [ [ 0
10 10.200.134 233 10200134234 1,108,102,824,50 0x000001 0200134234 A A Reply Received 10 0 o 0 o o 0
11 10.200.134 233 10200134234 1,108,102,824,50 O0x000001 0200134234 A A Reply Received 11 0 o 0 o o 0
B 10200134253 10200134234 1,108,102,024,50 0000001 0200134234 NA [ Reply Received 12 0 0 0 0 0 0
B 10200134233 10200134234 1,108,102,824,50 0000001 0200134234 A N Feply Recsived 13 0 o 0 [ [ 0
14 10.200.134 233 10200134234 1,108,102,824,50 0x0000010200134234 A A Reply Received 14 0 o 0 o o 0 .
Learned Port Stat

Figure 18: Port Stats tab showing OpenFlow switch ports information

Troubleshooting
Use following steps to troubleshoot any OF Channel issues:

e Enure ARP is resolved under Protocol Interface. Also try to PING emulated controller
IP (Ixia) from OpenFlow switch.
e You can enable protocol trace from the trace window.

To open the trace window, right-click on Controller Interface and then click Open Trace
Window.

PN 915-2635-01 Rev C June 2014 17



Test Case: OpenFlow Switch Setup and Functional Test

On the trace window select the OPEN FLOW check box and then select the debug level from

the list and click OK.

- é OpenFlow

=
o
v €D static

Disable All

Expand Two Levels

Traffic [ MPLS D&M [ ,]
o Exoand Al B, Anhounce
. C CTELMI [5 Announce v]
77 Impairments Collapse Al d
lusP -
. L SAN0URcE =
: ) Mew Device Ctri+N -
oA
I {1U|CkTESt5 lﬂ OPEM FLOW ?,Eﬁebug -
Copy
% y - 1= 1
+J Captures Paste Trace iz not enabled for the 2 Errar
- " n i
Select "OK" to enable trace 3 plent
Start Protocols 4, 'warning
. B, Announce
|..5top Protocols ] E. Infa
¥, Debug
Open Trace Windaow... [ 3. LowDebug
&=l
5| Trace and Statistic Windows - [Port Trace (Controller)]
& File Window
(|
98:13:02 :0penFloy Initial Configuration Completed in I=0S5 OpenFlowD
98:13:02 :0penFlow OpenFlow Protocol Handler Started
98:13:02 :0OpenFlow OpenFlowlultiNicSendRovThread I=x(0S socket, attempt to connect failed
98:13:03 :0OpenFlow OpenFlowHultiNicSendRovwThread I=x0S socket, attemnpt to connect suceesded
98:13:03 :0penFlow CONFIG-Device: Device 1 Enabled
98:13:03 :0penFlow CONFIG-Interface: Device 1. Interface 1. Interface id 1. protocol_id p=i_static. pending
98:13:03:0penFlowy CONFIG-Session: Device 1. Interface 1, Session ID 1, Pending
98:13:03 :0OpenFlow CONFIG-Interface: Device 1, Interface 1, Interface id 1. protocol_id psd_static, Enabled
98:13:03:0penFlow CONFIG-Session: Device 1. Interface 1, Session ID 1, Enabled
98:13:09:0penFlow PACKET-T=: Sending Hello
98:13:09:0penFlow PACKET-Ex: Received Hello: Length 8. Hid &
98:13:09:0penFlow PACKET-T=: Sending Feature Request
98:13:09:0penFlow PACKET-R=: Received Feature Reply., Length 272, Hid 2
98:13:09 : OpenFlow datapath_id 563045343712192 buffer 0 table 2 cap 87 action 7F7
98:13:09:0penFlow port 14 name 14 hw_addr 00:16:35:B4:53:F2 config 0 state 0 curr 208 adv 0 supp 22F peer 0
98:13:09 : OpenFlow port 13 name 13 hw_addr 00:16:35:B4:53:F3 config 0 =state 0 curr 220 adv 0 supp 22F peer 0
98:13:09 : OpenFlow port 65534 name local hw_addr 00:16:35:B4:53:C0 config 0 state 0 curr 0 adv 0 supp 0 peer 0
98:13:09 : OpenFlow port 15 name 15 hw_addr 00:16:35:B4:53:Fl config 0 =state 0 curr 220 adv 0 supp 22F peer 0
98:13:09 : OpenFlow port 11 name 11 hw_addr 00:16:35:B4:53:F5 config 0 =state 0 curr 208 adv 0 supp 22F peer 0
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Test Case: OpenFlow Switch Setup and Functional Test

IXNetwork Analyzer can decode OpenFlow messages. Use Control-plane capture to see bi-
directional communication in real-time (Note - It requires Analyzer Chassis component
license). Using this trace, you can determine whether bi-directional communication is happening
properly as per ladder diagram shown earlier.

& o {2 +® captures » [=] “Contralier - Control” (1)

|7 Network Packets(38 items)

Facket No ™ | Time Facket Length * Packet Summary Source MAC Dest MAC Source IP Dest IP Protocol
JL000T 151353863239 7Gbytes 50097 > 6533 Win=65535 Len=0MS5=1460 WS=1 TSV=0012.. 001635845300 00:00:42:18:00:28 10111 101.1.2 TP
L0002 151353863416 74 bytes 6633 > 50097 Win=5792 Len=0 M55=1460 TSV=358447390 T 00.00.421B:00:368 00:16:35.84:53.C0 10112 10111 TCP
L0003 151353864111 66 bytes 50037 > 6533 Win=33304 Len=0 TSY=881207360 TSER=3584.. 001635845300 00:00:42:18:00:28 10111 1011.2 TP
L0004 151353864167 T4 butes Hello (SM) (8B) 00:16:35B452:.C0  00:00:42:18:0D:28 10111 10112 OFP
L0005 151353864180 66 bytes 6633 > 50097 Win=1446 Len=0 TSY=358447991 TSER-B8120.. 00.00:4211B:00:28 00:16:35:84:53:00 10112 10111 TP
L0008 151353864326 T4 butes Hello (SM) (88) 00:00:42:1B:0D:28  00:16:35:B4:5%C0 10112 10114 OFP
L0007 151354055542 66 bytes 50037 > 533 Win=33300 Len=0 T5Y=881207560 TSER=3584.. 001635845300 00:00:42:18:00:28 10111 1011.2 TP
~L 0008 151354055558 74 bytes Features Request [C5M) (8B) 00:00:42:1B:0D:28  00:16:35:B4:52:.C0 10112 10114 OFP
L0003 151354056713 338 bytes Features Reply [CSM) (2728) 00:16:35B4:53C0  00:00:42:18:00:28 10111 1011.2 OFP
JL 000 151354098683 66 bytes 6633 > 50097 Win=1608 Len=0 T5=358448224 TSER=88120... 00.00421B:00:28 00:16:35.84:5%.C0 101.1.2 10111 TP
L 001 151403851334 T4 bytes Echo Flequest (] (58] 001635845300 00:00:42 18:00:28 10111 1011.2 OFP
JL 02 151403857441 BGbytes 6633 > 50097 Win=1508 Len=0 TSY=358457990 TSER=BA121... 00.00:4218:00:28 00:16:35:04:5%:C0 101.1.2 10111 =
L0013 151403851561 74 bytes Echo Reply () (58] 00.00.421B:00:28  00:16:35.84:53.C0 10112 10111 OFF
JL 004 151404052448 BB bytes 50037 » 6533 Win=33292 Len=0 TSY=881217560 TSER=3584.. 001635845300 00:00:42:18:00:28 10111 1011.2 TP
L0015 151404052456 74 bytes Echo Request (5M) (88) 00:00:42:1B:0D:28  00:16:35:B4:5%C0 10112 10114 OFP
JLO0E 151404053327 74 bytes Echo Reply (S (88) 001635845300 00:00:42:18:00:28 10111 1011.2 OFP
L0017 1514040392616 66 bytes EE33 > BO097 Win=1608 Len=0 TS'=352458223 TSER=02121... 00:00:421B:00:28 00:16:35.B4:52C0 10112 10114 TCP
Flow Summary Ladder Diagram E Features Request (C5M) (8B) E[E
Flow Summary - — : ;Z::;:::ﬂ“- 6633 (6633) “ 00000000 00 16 351
\ E ‘!‘jﬂ port: 50087 (S0087) 00000010 00 3C 78 |
P 'ﬁj ' - B DO000030 05 36 00
this flow. @ More... 1;‘:;5‘;:;:7 1;;‘;::5:5 . gn. = Cnnges'tinn\.'fv'inum-.- Reduced (CWR): Not sat 000000400925 08 01 |
3 15:13:54.055558 | Features Request (CSM) (3B) =1 -
4 15:13:54.056713 L= Features Reply (CSM) (2720 m— !
s 15:14:03.861394 |i3—Echc Reguest (SM) QSE,—)E
3 15:14:03.861561 e Fchis Reply [ X
7 15:14:04.052456 (— Echo Reguest (¢ o ....0=Fin: Notset
8 15:14:04.053327 L= Echo Reply (SM) (i @ Window size: 1445
a 15:14:13.859007 I:E—Echc Request (S (ae;—)é E 2 : 3225:2”’3;’;3103“"°°m‘ should be 0x6737) E
10 15:14:13,.859169 | — 10 REPIY (£ ) — ] & NOP
11 15:14:14.051036 (— Echo Reguest (¢ X o NOP
= T TR L4— Echo Reply (SW) (36) ! & Time stamp: tsval 358448182, tsecr 881207580
13 15:14:23.854535 I?—Echc Request (SM) Lse;—)é = ‘j T?Z:;:rpmmcm
14 15:14:23.854716 + ————————Echo Reply (" —£1 = Version Ox01
15 15:14:24.046484 e F iy Requiest (SM) (35) ==t] &« Type: Features Request (CSM) (5)
16 15:14:24.047322 (3= Echo Reoly (S} (6B) e | T» © Length: &
< e v o Transaction ID:2 - i

Conclusions

By validating the statistics and control-plane message exchanges using the features above, we
have verified that the DUT can successfully establish OF Channel, keep the session alive and
respond to Stats Request from the controller.
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Test Case: OpenFlow Switch Forwarding Test

Test Case: OpenFlow Switch Forwarding Test

Overview

Through OpenFlow you can program data path by building the flow table in OpenFlow switch. In
the flow table there are two components: Match and One or more Actions.

OpenFlow 1.0 specification covers 12 tuple matches as shown below.

Switch | VLAN | VLAN| MAC | MAC | Eth IP IP P |IP L4 L4
Port [ID pep | sre dst type | Src | Dst | ToS | Prot | sport | dport

After the match, certain actions can be performed, such as forward packet to zero or more
ports, modify the field, drop the packet or if no match found forward it to controller.

Objective

The objective of this test is to verify the ability of the OpenFlow switch to forward L2 traffic. The
DUT should be able to look up the Flow Table when L2 traffic is received and forward the traffic
based on specified actions. In this test, initially controller will push down L2 flows with certain
Match and Action parameters. Then using traffic wizard, matching traffic will be created and
sent. Using the traffic statistics; switch forwarding performance will be verified.
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Setup

Test Case: OpenFlow Switch Forwarding Test

The following figure illustrates the test setup:

Ixia Port(s)

Dpe nFlow Conholfer

il

HAMNNEL

[
O

Ixia Port(s)

! o?f i

OpenFlow Switch
STATS

MATCH ACTION
1.1.1.1 DROP
AABBCC  FORWARD
2222 MODIFY

Figure 19: OpenFlow Switch Forwarding Test, test setup
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Test Case: OpenFlow Switch Forwarding Test

Step-by-Step Instructions

The following steps describe the procedure for performing the test.

1. Reserve 3 Ixia ports (1 for controller and 2 port traffic endpoints)

xN Port Selection

| Chassis 57 Add Chassis

He  More w All ports |

Chassis/Card/Port Type Skatke
~ (B 10.200.134.41 ixos 6.30.0.421 eb, protocol 7.00.0. 1 | @
+ ¥ card 02 16 PORT 10/100/1000 L5M XMV16 2 @

1 Port 01 10/100/1000 Bass T 3 @

M Port 02 10/100/1000 Base T

1 Port 03 10/100/1000 Bas= T Add ports

(@ Port 04 10/100/1000 Base T

(@ Port 05 10/100/1000 Base T

(@ Port 06 10/100/1000 Base T

@ Port 07 10/100/1000 Base T

@ Port 08 10/100/1000 Bass T

1 Port 09 10/100/1000 Bass T

@ Port 10 10/100/1000 Bass T

(@ Port 11 10/100/1000 Bass T

(@ Port 12 10/100/1000 Bass T ;

B Port 13 10/100/1000 Bass T Unassign

W Port 14 10/100/1000 Bass T selected

W Port 15 10/100/1000 Bass T

W Port 16 10/100/1000 Bass T

| Ports in configuration ¢

Figure 20: Port Selection window

Conkraller
Hosk-1
Hask-2

2. Enable OpenFlow on all the ports by selecting the OpenFlow check box on the
Protocols window.

ol Overview

od Scenario

~ & Ports

g Chassis

5 =
~ €3 OpenFlow
» EE Controller
» B Host1
» [ Host-2
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Part Description ‘

ARP ‘ PIRG for IPwd
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Figure 21: RoutingSwitching tab, Protocols window
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Test Case: OpenFlow Switch Forwarding Test

3. Configure the emulated controller IP address and Gateway address from the
Connected Interface tab on the Protocol Interfaces window. Use the IP address of the
OpenFlow switch if you have only one switch. For Of Channel, ensure that ARP is
resolved. You do not have to configure anything on host port.

G Home Automation Results [ Reports Views Configuration
g, Add Interface Add 1Pv4 Add IPvE Add DHCP TLV
& D @ + 4 & &
e § sendns & ER b Add Multiple Interfaces 9@ RemoveIPvé $@ Remove 1P $@ Remave DHCP TLY
Protocols rotocol Traffic Refresh A
- Interfaces Actions - Group 1D ', Ping Protocols - % Remove Interface
Actions Build Edit
£ {2} B Protocols + FB Protocol Interfaces
olly Overview
Gonnected Interfaces lUnconnecﬁed Interfaces l GRE Tunnelz ] Discovered Meighbors l Interface Addreszes l DHCPw4 Discovered Information
=3 Scenario
¥ &RPonlink Up [ Send Single 4RP per Gateway ¥ NS onLink Up ¥ Send Single N5 per Gateway [ Fiker By Unresolved Interface
~ 3 Poris
& Chassis Port Description ‘m{‘ Interface Description | Enable (1DDIT<V; _A;;t:ffed - Ipvj\ﬁmﬂ{ Gateway
- (B.Proiocls 1 Cortroller - 1040041000 Base @  |Connected - Protocalnt [ @ [€ 10.200.134.233 | 24 10.200.134.234 )
_ 2 Haost-1 - 10M00M000 Base T @ [Etmpty]
m 3 Haost-2 - 10M00M000 Base T @ [Ermpty]

- OpenFlow

b EE Controller

b B8 Host1

b B2 Host2
b (B Static

Figure 22: Connected Interfaces tab, Protocol Interface window

4. Define the port role by selecting the role from the Port Role list on the Ports tab on the
OpenFlow window. You can select any of the following port roles:
a. Control: for Controller port
b. Traffic: for host ports

€ {2} B Protacols » FB OpenFlow

alll Overview
Diagram(fﬂﬂS jDevices I Interfaces I OF Chanhels Flam Fanges | Actions I Traffic Endpoirts I
=3 Scenario —
Part Protocol State | Mumber of Devices |Mumber of Tratfic Endpoints { Part R%
~ 9 Poris 1 1 Cortrol
ﬁiﬁ Chassis 2 1 Traffic J
3 I | 1 Traffic
-
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Test Case: OpenFlow Switch Forwarding Test

5. Configure the Number of Interfaces as 1, by going to the Devices tab on the
OpenFlow window. The number of interfaces should be equal to the number of
emulated NICs of a controller.

n—" ¥ Add Device = B Filter Selected Ports
@D C % Ei
% Remove Device(s) 1 Clear Filter Selected Ports
Protocc-ls Oper‘F ow OpenFIuw Traffic Add Grid
Actions = Group ID Protocols ~ Operations =
Actions Build Edit Grid

|] p e { ﬂ @ Protocols E_:P OpenFlow
i
= 9 Poris Diagram ] Pﬂlshleﬂac:es I OF Channels Flow Ranges I Acfions I Trafic Endpoints

@t Chassis
Port Enable ‘ Description Device Role Version

~ 3 Protocols 1 [ Device-1
— Frotocol Interfaces

Number of Interfaces

b Static

Figure 23: Device tab, OpenFlow window

6. Go to the Interface tab of the OpenFlow window and assign the Protocol Interfaces
that you created on the Protocol Interface window. This interface is used for the
control-plane (OF Channel). Configure Number of Channels as 1.

ﬂ Ovenv ‘f ﬁ @ Protocols DpenF.cuw
allll Cverview

Interfaces
- () Ports Dagram | Pors lkv.DF Channels | Flow Ranges | Acso

ﬁ!ﬁ Chassis To change number of Interfaces, select 'Devices' tab, and enter number in ‘Mumbe

umber of O

Protocol Interface Channels

r FRA Protocols

1

dt‘nnner_‘tm:l F'rntnr‘nllntPrfar‘P -100:04 -4 »

Figure 24: Interfaces tab, OpenFlow window
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Test Case: OpenFlow Switch Forwarding Test

7. Go to OF Channels tab and enter DUT IP address in Remote IP field. Change flow
range count to 2.

i £ {3} B Protocols » 3 OpenFlow + [ Controller
olll Overview

=g Scenario Devices | Inerfaces Flow Ranges | Actons |

~ ) Ports
% Chassis
Interface W Description Local P Remote P Y Dlagapath| Datapath D DE(}:’:::)ID i:ﬁr; ———
~ €D Protocols 1 WOFChanneM | T0zo01342 r = _
» B Protocol Interfaces 3 :

- OpenFlow.
z_ki Controller 3
[E] Learned Informatio

b o Device-l
v K Host1
v E Host2

Figure 25: OF Channel tab, OpenFlow window

8. In the Flow Range tab, create 5 flows on each range. Enter Source/Destination MAC and
VLAN-ID. For remaining all field use wild card value (*). This means, Switch will make
forwarding decision based on matching Src/Dst MAC address and VLAN-ID. Configure
correct In Port field with the switch port number that is connected to Ixia host port
generating traffic.

£ . {2} 6B Protocols » ER Openflow » [ Controller

Devices |\merhces |0FCharmeIs Flow Ranges } ictions |

=~
Murmber of] N Ethernet Ethernet [VLAM| VLAN [IPvwd Source |IPvd Destinstior P P Transport Transport X

OF Chanrel | Enable | Description Flowws Configure Rangejin Port| Ethernet Source Destination ‘ Type D | Pricrity | (addrimask) | (addrimask) j Protocol | DSCP | Souwrced”MP Type | Destination/CMP Cocle

1 [ FlowRange- ) 2 g00000000-71 0§0000 0000220 1 * * * * * * * |
B [ FlowRange- 5 \_2 0000000011 000000000 22 08 L - T = H - - s = - -/

@ Carfig Al

Figure 26: FlowRanges tab, OpenFlow window
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Test Case: OpenFlow Switch Forwarding Test

9. Use Configure Range button (...) to increment MAC and VLAN.

£ ﬂ A Protocols + @ OpenFlow + [ Controller Running T S ———— =

rRange configuration
i Flow Ranges | ct
Devices | ipraces | OF Ghamels  Flow Ranges | achons | Fields | In Port ‘ Ethernet Source ‘ Ethernet Destination | %LANID
o IMumber off . 1 |Startiialu - ) BT T W xR B IRNRCI W W T I T n RS T B 4
OF Channel | Enable | Description Conf F: In Port
ot Flows [SOnNEUS nangs z Sten alue i Ooonoooo o0l 00O0O000oool 1.
1 ¥  FlowRange- Ef -  JE 3 epeat Lol 1 1 1 1
2 ¥ FlowRange- 3 | 2 & i ap Count 5535 1000000 1000000 4085
a5 Increment Typ - Increment Increment Increment Increment
Click this
button 4 | ol
Total Count 5 Update |
I Port ‘ Ethernet Source ‘ Ethernet Destination WLAR ID ‘
1 2 00:00: 00:00:11:01 00:00: 00:00: 22:01 1
2 2 00:00:00:00:11:02 00:00; 00:00; 22:02 2
3 2 00:00:00:00:11:03 00:00; 00:00;: 22:03 3
Match /# Config j Al / 4 2 00:00:00:00:11:04 00:00;00:00:22:04 4
5 2 00:00:00:00:11:05 00:00: 00:00: 22:05 5
10. Now create Number of Action from Config tab.
£ f} €D Protocols » (3 OpenFlow + [ Controller
Devices | Interfaces | OF Ghannels | Flow Ranges J actons |
Hard Timeaout Do not Add on Channel Mumber of
OF Channel Match Type Idle Timeout [sec) (se0) ‘ Priority | Send Flovw Removed Check Overlap | Emergency Flow Up Actions
1 Loose 0 0 o [ r [l r | L
2 Loose ] ] i} r r I I \ 1)

Match & Config J1 Il 7
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Test Case: OpenFlow Switch Forwarding Test

11. Go to Actions tab and select Action Type as OutPut and Output Port Type as
Custom/Manual. Enter the Output Port value of the switch where the traffic will be
forwarded to.

i 2} D Protocols » £ OpenFlow + E Controller

Devices | Irtetfaces | OF Channels | Flow Fanges ¥

Flowy Ranges

Action Type Output Part Type Output Port i |

1 1 Ot Customitdanual 3 |
2 A output CustamManual 3 |j

Figure 27: Actions tab
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Test Case: OpenFlow Switch Forwarding Test

12. Use the OpenFlow control on the ribbon to start OpenFlow protocol and make sure OF
Channel comes up. The value of the OF Channel Configured UP field indicates that the
OF Channel is up.

w Home Automation Results [ Reports Views Configuration
P @ } Start OpenFlow
.'..{._w) EEJ
b J Il Stop OpenFlow
penflow  Traffic Add Grid
chions = Group 1D Protocols » Operations -
Actions Build Selected Grid

£ ﬂ R Protocols + €3 OpenFlow » [§ Controller Running

oll] Overview
) Devices  Interfaces |0FChanneIs | Flow Ranges | Detions I
=8 Scenario
To change number of Interfaces, select Devices' tab, and enter number in 'Mumber of Interfaces' field
~ 3 Ports
ﬁiﬁ Chassis Device Description ‘ Enabile Pratocal Interface ‘ Mumber of OF Channels
1 [v  Connected - Protocolrterfs 1
~ 3 Protocols
- 4 || Select Views... |  Global Protocol Statistics OpenFlow Controller Aggregated Statistics
24 Traffic
Skak Marne |Port arne OF Channel Configured  OF Channel Configured Up F Che
/0 Impairments b1 |10,200.134.41/Card0z/Port14 Host-1
F QuickTests 2 |10.200,134.41/Card0Z/PortlS Host-2
3 |10,200,134,41/Card02/Port 16 Controller 1

+h Captures

Figure 28: Controller Running, showing OF Channel Configured Up

To verify the switch capabilities, supported action or any error condition, go to Learned
Information window. Several tabs are available as shown in the following figure. Click
Refresh button on the ribbon to update the information.

Go to OF Channel learned Info tab, It has two panes. Left pane displays OF Channel
information including TCP Port, Data Path ID, Reply State and any error message
received from the Switch. When you select a row (OF Channel), the right pane displays
all OpenFlow enabled ports information on that switch.

Build

& . () @ Protocols » (A OpenFiow ;B Controller Running » ) Leamed Information

ollj Overview

L
¢ Scenario OF Charnel: 1, Topalogy : O, Flow Stat: 0, Flow gr Stat : 0, Part Stat: 0
Vendor Stat: 0, Desc. Stat : 0, Table Stat 0, Qusus Config: 0, Quesue Stat: 0

~ € ports
& Chasss (o channt Learmea l-ﬂn)nnwm | Flow Aggpegeta ot | Poratt | endor st | Descriton st | Table stnt | @ucue Gord | oueue st | Topoogy Leamed rio
e Info

~ B Protocols
» € Protocol Interfaces

Reply State

Locsl Remote P Data Path D

10200134293 10200134234 1,108,102,824,500
10200134233 10200134234 1,108,102,824,500
10200134233 10.200.134.234 1,108,102,824,500
10200434233 10200134234 1,108,102,224,500
1020034233 10.200.134.234 1,108,102,224,500
10200134293 10.200.134.234 1,108,102,824,500
10200134233 10200134234 1,108,102,824,500
10200134233 10200.134.234 1,108,102,824,500

T
3

8

T
&

-]
g

~ ¢ Traffic
b 54 12-3 Traffic Trams.
¢ 12-3 Flow Groups

F

) Impairments

Figure 29: Learned Information window
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Test Case: OpenFlow Switch Forwarding Test

13. From OF Channel Learned Info tab use On Demand Messages button to request
switch to send flow table information.

ﬁ Home Autemation Results [ Reports Views Configuration
WU @ %
Protocols  OpenFlow C%FFIDW Traffic fresh OF | On Demand Add
- - ons + Group I Channels | Messages Protocols -
Actions Build
) < (2} B Protocols » € OpenFlow Open Flow Learned Info Trigger Settings [ x|
olly overview
} Learned Info Records : Flow Skat |F|ow Aggregated Stat I Port Stat I Wendor Skat I Vendor Message I Descr 4 I L4
n@ Scenario OF Channel : 1, Topology : O, Flow Stat :
Yendor Stat : 0, Desc. Stat: 0, Table Stat
~ ) Ports
1 {{ OF Ghannel Leamed Info Al T ables =
B Chassis Flow st | Flow | | =l
& Protocol Fefresh Leamed Info for————————— Out Port IUFPP_NUNE j I
- omCols :
Device |al * | Interface i
» B Protocol Interfaces ’7 aiiDCD]nSeTlmeout I5,DUD I~ Match Capahility
~ B OpenFlow Select the rows to send trigger/stat requests
i i~ Match Criteria
” Drata Path 1D =
In Part I
1 1.108,102,524 500
» [ Host-1 Ethernet Type Ix
v B Host-2

» B Static Ethernet Saurce I"
= Rl Ethernet Destination Ix
b 24 L2-3 Traffic Items .
24 L2-3 Flow Groups dearned OF Channel .'." YLAN ID Ix WLAN Priority Ix
( » Impairments IPDSCP I IP Protocal I
4] QuickTests | @ | selectviews... | Global Protoc Py SourceMask Ixi IPvd Ixi
Destinationt ask

Skat Mame Fart b
+ Captures |

Tranzport I* Transport I"
10.200.134.41/Card02{Port 14 Host- Source/ICMP Type Destination/ICMP

10.200.134.41/Card0z/Port1S Host-

10,200,134, 41 /Card0z/Part1s  Cont
Icwssparis|cons o ) oo | o |

&)

o

Figure 30: OpenFlow Learned Info Trigger Settings window

To verify flow table information, go to Flow Stat tab. On this tab, make sure that switch
has correct flow entries to match the fields defined earlier in the flow range, input port
and wild card entry for non-matching field.

< a €A Protocols » €A OpenFlow + [ Controller Running Leamed Information

OF Channel : 1, Topology : 0, Flawe Stat: 10, Flow Aggr. Stat : 0, Port Stat : 54

Learned Info Records :
’7\u"endor Stat: 0. Desc. Stat: 0, Table Stat: 0, Queue Config : 0, Queue Stat: 0

OF Channel Leamed Info Flow Bggregated Stat | Port Stat | ‘Wendor Stat | Dezcription Stat | Tahle Stat | Cueue Corfig | Cueue Stat | Topology Leamed Info |
Switch to “OF Channel” tabTo send trigger

Reply State ‘ In Port @ernet Source |Ethernet Destination | Efernet |VLAN IDWLAN Prior'rty‘ Pvasource | P | protocel ‘ IP DSCP
Type Destination
1 Reply Receive 2 00:00:00:00:11:0a  00:00:00:00:22:0 * 10 * * * * *
7 Reply Receive 2 | 00:0000:00:11:08  O0:00:00:00:22:09 * g * * * * *
3 Reply Receive 2 | ODO0000011:08  O0:00:00:00:2208 * R | * * * * *
4 Reply Receive 2 | 00:00:00:0011:07  00:00:00:00:22.07 * 7 . . . . .
5 Reply Receive 2 | 000000004106 00:00:00:00:2206 * =1 * * * * *
=] Reply Receive 2 | 000000004105 00:00:00:00:22.05 * 5 * * * * *
7 Reply Receive 2 | 000000004104 00:00:00:00:2204 * 4 * * * * *
g Reply Receive 2 | 0000on0ni1:03 000000002203 * 3 * * * * *
9 Reply Receive 2 | 0o0oononi1:02 000000002202 * 2 * * * * *
10 Reply Receive 2 0:00:00:00:11:01 - 00:00:00:00:22:00 * : 1 _) * * * * I*
1
Learned Flowr Stat l/r

Figure 31: Flow Stat tab, Learned Information window
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Test Case: OpenFlow Switch Forwarding Test

14. Create Traffic endpoints on host ports using Generate Traffic Endpoint wizard. This
option will be available from Flow Ranges tab.

e Generate Traffic Endpoint(s
ARy T :

W
Protocols OpenFlow CAJ_etiranlgw _Traffic

—

Add

Group ID Protocols » . . .
o Click this 1
- button

£ {3} B Protocols + ) Opentiow

all] overview #
Diagram | Ports | Devices | inertaces | OF Channels {_ Fiow Ranges ) uctons | Trafic Endpoirts |
=8 Scenario
OF Erable | Descriction Murmber of | Configure In Port Ethernet Ethernet Ethermet |YLAM [ WLAN  [Pvd Source (IPvd Destination P Protocol
'D Ports Channel Flovwes Range Source | Destination Type T Priority |(addrimask)| (addrimask)
T ﬁ!t 1 W Primary 1 * * 0300 * * 1411024 2222024 *
Chassis E.%| | B B B : B
2 .Sec:nndary 1 1 0a00 1111024 2222024
~ EP Protocols

b 4 Protocol Interfaces
+ 3 OpenFlow
« k8 wontroller Running

Learned Informatic

Figure 32: Flow Ranges tab

15. The following steps will help you use the OpenFlow Traffic Converter Wizard to create
the corresponding traffic end points for the Flow Range values on Ixia ports.
a. Select host ports where Traffic Endpoints will be created and click next.

Openflow Traffic Converter Wizard - Port Select - Name

— Select Port(z] for Wizard Configuration

Enakle Part Descrigption
1 Controller - 108001000 Baze T
2 Host-1 - 10004000 Baze T
3 Host-2 - 101004000 Baze T

Figure 33: OpenFlow Traffic Converter Wizard

b. Enable Flow Ranges to be included for traffic endpoints

Openflow Traffic Converter Wizard - Select Flow Ranges - Name

~ Flow Ranges
Include In
Flovw: R
T Traffic
1 FlowRange-1 - OFChannel-1 - Connected - Protocolinterface - 100:03 - 1 - Device
2 FlowRange-2 - OFChannel-1 - Connected - Protocolinterface - 100:03 - 1 - Device
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Test Case: OpenFlow Switch Forwarding Test

c. Map the Traffic source port, Host-1 in following figure with DUT In port. This will
enable IxNetwork to map the traffic ports to switch ports.

Openflow Traffic Converter Wizard - DUT In Port To Ixia Port Mapping - Name

DUT In Paorts
6UT In Por‘[1 User Flow Ranges * Iig Part (Traffic Sec)
Host-1

1 E ,FIoWRange-'l - OFChannel-1 - Connected - Pr

d. Map Traffic destination port, Host-2 in following figure with DUT Out port. This
will enable IxNetwork to map the traffic ports to switch ports.

Openflow Traffic Converter Wizard - DUT Out Port To Ixia Port Mapping - Name

DUT Dot
DUT Cut Port User Flow Ranges Ixia Port (Traffic Dst)

%jFlowRangeJ - OF Channel-1 - Connected Hoist-2 J

e. Leave everything default on next two windows.

Openflow Traffic Converter Wizard - Edit Source Traffic Endpoints - Name

Source Traffic Endpoints
Port Name Range Sizel AP ||ESHE MAC Address Gateway MAC
Interface | ce
1 Traffic - 1 FlowRange-1 - OF a3 r 0000000011 o 00 000000 220
2 Traffic - 2 FlowRange-2 - OF a3 r 00 00000011 06 00 000000 22 06

f. Select Generate and Overwrite Existing Configuration option to remove
previously generated traffic endpoint. Click Finish to complete the wizard

configuration.

" Generate and Append to Existing Configuration

{* Generate and Ovenwrite Esisting Configuration:
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Test Case: OpenFlow Switch Forwarding Test

g. Go to each host port and make sure the wizard has generated correct traffic

endpoint.
Protocals OpenFlow
i} ovr <.  Oren - _
olll Overview 2 >
Diagrar I Ports | Devices I InteHaces I OF Chatinels I Flow Ranges I Actions: ~ {Traffic Endpoints
=8 Scenario
. . ARP via
FPort Mame Range Properties |Range Siz Intertace Interface MAC Address Gateswvay MAC
- O pors i 1 Traffic - 1 FlowRange-1 B r 0000000011 01 0000 00 00 22 01
g Chassis 2 Traffic - 2 FlowRangs-2 . 5 I 0000000011 06 0000 00 00 22 06
3 Tratfic - 1 FlowRangs-1 s r 00 00 0000 22 01 0000000011 01
~ €8 Protocols 4 Tratfic - 2 FlowRange-2 5 r 00 00 00 00 22 06 0000 000011 06
2 Protocol Interfaces
» k2 Controller Running
» B Hosta
» [ Host2

16. Go to Traffic Wizard to create traffic flow between Host-1 and Host-2
a. Select Traffic from the tree and click on Add L2-3 Traffic button in the ribbon. It
opens the Advance Traffic Wizard.

“ Home Automation Results [ Reports Views Configuration
§ |
I;‘ Ly & & = Please select one or more Flo
- Traffic | | Add 12-3 "
Trafhic » Traffic - Actions Traffic - Ttem Sroup - - OL'EDF,FE Operations -
Run Edit Grid Rate Contral

ollp overview —
ixN Advanced Traffic Wizard
=8 Scenario
g _
7 O Ports — Traffic Item — Source / Destination Endpoi
ﬁ!i Chassis @ Packet | QoS
Traffic Mame TrafFfic Item 1 Traffic Group ID Filkers |Mone selected
~ B Protocols DE Flows Group Setup T )
wpe of Traffic | EthernetfVLAN s ) - 5
» €A Protocol Interfaces Source || Al T & Destination | | &l
-~ @ OPenFlow ﬂ Frame Setup — Traffic Mesh ———— Select Multiple Ports ~ Select Mulkiple Parts ~
3 ig Controller Running
» [ Host2 > [] Host-1 > [] Host-1
4 @ Static é Flovs Tracking Eoliesliozit one - One = > |:| Host-2 > |:| Host-2
Cotnaffic z S
Pl ) | o— Protocol Behaviors
@9 Allow Self-Destined

() Impairments

Figure 34: Advanced Traffic Wizard
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Test Case: OpenFlow Switch Forwarding Test

b. Select Type of Traffic as Ethernet/VLAN and use OpenFlow encapsulation
filter for Source and Destination endpoints.

ﬁ‘l Advanced Traffic Wizard

M=l B3

T

Packet [ Qo5

DE: Flow Group Setup

Frame Setup

@ Rake Setup

Flow Tracking

B EE

I

=)
&
@]

Prokocol Behaviors

|
Preview

“alidate

— Traffic Item —————————

Traffic Mame | Traffic Ttem 1

—— Source ;/ Destination Endpoints

Traffic Group ID Fikers |Mone selected -

Type of Traffig” Ethernet/vLAN - Comnesalal Al _@? 1
——— = %

— Traffic Mesh

SourcefDest,  One - One
RoutesfHosts  |One - One
Ei-Directional

Allow elf-Destined

N N

Destination F oY, ;Z:
All

Seleck M) non-MPLS Select Multiple Ports -
S o Ofee I | O
3 [] HL3WPH > [] Host-1
» O HMPLS » [ Host-2
GPE
6YPE
BGP-YFLS
MAC-In-MAC
Draka Center
MYPH-PEMP
MPLS-TP
LISF
TRILL

FabricPath

c. Select source and destination endpoint and click Next.

|ﬁ Advanced Traffic Wizard

Packet | QoS
DE Flows Group Setup
Frame Setup
Rate Setup

Flows Tracking

Protocol Behaviors

VBB

Preview

@i

7

Validate

=

Endpoints
—— Traffic Item
Traffic Mame | Traffic Them 1

Type of Traffic |Ethernet/VLAN -

— Traffic Mesh
Source/Dest,  |One - One -
Routes/Hosts | One - One -
Bi-Directional

Allows Self-Destined

> —
N —— M

Mumber of hosts per Route 1

| Merge Destination Ranges

Uncheck this option ko test overlapping
WP addresses

Max # of YPM Label Stack z

I[=] E3

= Source / Destination End

Traffic Group ID Filkers |Mone selected -

Source | | Al > [ . al =

Destination

Select Multiple Ports - Select Multiple Ports -

.
> [] Host-1
Hast-2
v Open-Flow
hd Mac Ranges
00:00:00:00:22:01 Cnk: 5
0:00:00:00:22:06 Cnk: 5

v Open-Flow
hd Mac Ranges
00:00:00:00:11:01 Cnk: 5
00:00:00:00:11:06 Cnk: 5

» (] Fost-

i) % — Endpoint Sets

Encapsulation

Source Endpoints | Destination Endpoints | Traffic Groups

¥ Name: EndpointSet-1

bz Ethernet ILYLAM.... 2 Endpoints 2 Endpoints Mone selected
+ Name: EndpointSet-2
z “Mew = “Mew = “Mew = Mone selected

Cancel Help

Prew :- Einish

Figure 35: Advanced Traffic Wizard, Source and Destination Endpoints
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Test Case: OpenFlow Switch Forwarding Test

d. Leave default values for Packet/QoS, Flow Group setup and Frame Setup
page.

e. Set the desired traffic load on Rate Setup page and click Next.

IA-N Advanced Traffic Wizard

’ -
@ Endpoints Rate Setup

(2) All Encapsulations () Per Encapsulation
@ Packet [ QoS

EDE Flow Group Setup
13

Frarme Sekup

Al Encapsulations - Same setkings will be applied to all (1) encapsulation(s)
Flow Tracking

—— Traffic Item Transmission Mode ———  —— Flow Group Transmission Mode
[ : Protocal Behaviors : = :
(::-—*9 (©) Inketleaved 19} Continuous Skop After 1| iterations
i..“’l . il ) Fixed b
E: Preview _ ! Sequentia _! Fixed Packet Count Skatt Delay 0 |bytes -
validate ¢ The Intetleaved Transmit mode will interleave the (2) Fixed Tkeration Caunt | Minimum Gap 12| bytes
* packets from each Flow Group when sending Traffic

() Fized Duration
() Burst {Auko)

~) Bursk {Custam)

Haw it will look on the wire: HUHHUH“UH“UH

— Rate — Rate Distribution
I Line rate I 40,00 | % quts:
i - () Apply rate on all ports
C packeliste l—m@ pereceond (©) 5plit rate evenly among ports:
() Layer2 Bit Rate 1000.00 | |bps b s

() apply port rate o all Flow Groups
() Split part rake evenly among Flow Groups

Prewv ] Finish
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Test Case: OpenFlow Switch Forwarding Test

f.  On Flow Tracking page, enable Source/Dest Value Pair tracking option. Click

Next.

ixN Advanced Traffic Wizard
Flow Tracking

b
@ Endpaints

— Track Flows by
Traffic Item

Source/Dest Endpoink Pair

@ Packet | Qo3
~
E}E: Flow Group Setup {

g Frame Setup

] source Endpoint

[] Dest Endpoint

[] source Port

[ Traffic Group ID

[] MPLS Flow Descriptar
] Frame Size
[ Flow Group
] Ethernet 11 :
: [] Ethernet 11 :
“[] Ethernet II : Ethernet-Type
[] Ethernet 11 : PFC Queus
[ cuskom crerride

Source MAC Address

" validate

Custom Override

One - One meshed

Off=et

Field width

Walues

Destination MAC Address

— Egress Tracking
Enable Egress Tracking
_J': =
Encapsulation

Offset

Ethernet

Outer YLAM Priority (...

Offset from [Rook

0] itz

32 Bits

= Latency Bin Measurements
Enable Latency Bin Measurements

Murnbers of Bins |S Minirnum step size: 0.0z
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Test Case: OpenFlow Switch Forwarding Test

g. Skip ‘Protocol Behaviors window and go to Preview window to view how the
traffic flow will look like and click Finish button to end traffic wizard.

u-N Advanced Traffic Wizard H[=] E3
@ Endpaints Preview
Flow Groups,/Packets i © i i
@ Packet | QoS ps/ 5) Current Traffic Item () All Traffic Items ‘_\-'|ew Fliwy Groups|Packets
I Flow Group Traffic Item -
)E Flow G Seh
LD * Port: Host-1 Click this
ﬂ Frame seel PR A 1= ffic Itern 1-EndpointSet-1 - Flow Group 0001 Traffic Item 1 button
@ Rate Setup
% Flow Tracking

6@: Protocol Behaviors

Q —— 10 Packets for flow group: Traffic Ikem 1-Endpointet-1 - Flow Group 0001

‘alidate : Packet # Destination MAC Address | Source MAC Address |Ethernet-Type |PFC Queue  |WLAM Priority | WLAMN-ID
1 00:00:00:00:22:01 O0:00:00:00:11:01 8100 1] 1 1
z 00:00:00:00:22:02 00:00:00:00:11:02 5100 u] 1 z
3 oo oo 00002203 Oo:omoe00:11:03 - 8100 Ju] 1 3
4 00:00:00:00:22:04 O0:00:00:00:11:04 5100 u] 1 4
- oo oo 0000:22:05 Oo:oooe00:11:05  §100 Ju] 1 5
=] 00:00:00:00:22:06 00:00:00:00:11:06 8100 u] 1 -]
7 00:00:00:00:22:07 oo0:00:00:00:11:07 5100 u} 1 7
g 00:00:00:00:22:05 00:00:00:00:11:058 8100 u] 1 g
9 00:00:00:00:22:09 00:00:00:00:11:09 5100 u] 1 a
10 0o:00:00:00:22:0a Oo:00:00e00:11:0a  S100 u] 1 10

1] wom
Prev ek Finish Cancel Help

PN 915-2635-01 Rev C June 2014 37



Test Case: OpenFlow Switch Forwarding Test

17. Click L2-3 Traffic button to push the traffic on port and start traffic.

ﬁ Home Automaticn Results [/ Reports Configuration

p ,"h;;.-' y / ﬁ % . j Grid/Column Profiles » 0% Host-1
W f || Group Rows By -

4'_
Traffic  Add 3 Edit Traffic Edit Flow Regenerate DE|EtE Traffic |I|
Actions - | Traffic=  Item Group Options ODEFEU ons =

Edit Grid Rate Control (1 out of 1 Fl

< ﬁ ¢ Traffic » 24 L2-3 Traffic Items » 2 Traffic Item 1

Overview
IJ[||] Flow Groups | Topology | Endpoint Sets
B(g Scenario Transmit Stake Suspend Tx Port R Porks Flow Group Mame Configui
b v @ B Teaffic Item Name: Traffic Ttem 1 T¥ Mode: Interleaved, Src/Dst Mesh: OneToOne, Route Mesh: OneToC
~ @ Ports 1 @p | Host-1 Host-2; Traffic Ttem 1-EndpaintSet-... Fixed: 64
o Chassis
~ B Protocols
» @@ Protocol Interfaces
+ @ OpenFlow
v i Controller Running apply Traffic: Configuring Traffic Statistics Settings. ..
» [ Host-1
b Host2 Bk
» B Static Configuring Statistics Yiews: Traffic item view profile
~ 24 Traffic
s raffic Ttam
(oo Trafficttem 1) (e ]
¢ L2-3 Flow Groups Summa|
(i) Impairments [ | Select Views...
4 QuickTests

+k Captures

Results Analysis

e On Traffic Item Statistics verify that traffic is flowing through the switch without
packet loss.

[ 3 || Select Views... |  Flow Detective Data Plane Port Statistics User Defined 5tatistics'1 Traffic Item Statistics ’
Traffic Tkem | Tx Frames |Rx Frames  |Frames Delta |Loss 9% Tx Frame Rate |Rx Frame Pate |Rx Bwtes |T>< Rate (Bps) |Rx Rate (Bps)
Traffic Item 1 270,176 270,176 u] 0,000 1,000,000 1,000,000 23,775,453 55,000,000 55,000,000

Figure 36: Traffic Iltem Statistics view
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Test Case: OpenFlow Switch Forwarding Test

e Select the Traffic Item and Right click on it. Select drill down per
Source/Destination Value Pair tracking option. This drill down view will display
traffic statistics per individual source and destination MAC address.

Select Views... Flow Detective Data Plane Port Statistics User Defined Statistics Traffic Item Statistice

|K€ Back |,| |.53 | Traffic Tkem _{ Source/Dest Yalue Pair ,

.

ﬁ:u_urce,l'Dest Value Pair Tx Frames |R>< Frames |Frames Delka |Loss % Tx Frame Rate |Rx Frame Rate |R
0000 00: 00 1 1:01-00:00: 00:00:22: 01 16,989 16,5989 0 0,000 100,000 100,000
00:00:00:00: 11:02-00:00:00:00: 22:02 16,989 16,5989 0 0,000 100,000 100,000
00300 00: 00 11:03-00:00:00:00: 22:03 16,986 16,5988 0 0,000 100,000 100,000
0000 00:00: 11 :04-00:00:00:00: 22 :04 16,986 16,5988 0 0,000 100,000 100,000
00300 00: 00 11 :05-00:00:00:00: 22 105 16,9585 16,5988 0 0,000 100,000 100,000
00300 00: 00 11 :06-00:00:00:00: 22 106 16,9585 16,5988 0 0,000 100,000 100,000
00:00:00:00: 1 1:07-00:00:00:00: 22:07 16,9585 16,5988 0 0,000 100,000 100,000
0000 00:00: 11 :08-00:00:00:00: 22108 16,985 16,9588 0 0,000 100,000 100,000
0000 00: 00: 11 :09-00:00:00:00: 22:09 16,985 16,9588 0 0,000 100,000 100,000
un:nn:nn:nn:11:na-nn:nn:un:nn:22:‘ny 16,985 16,988 0 0,000 100,000 100,000

e Make policy change on controller and push it to the switch and verify that switch
changes packet forwarding decision according to the rule set by the controller.

Leave traffic and OpenFlow protocol in Running state. Go to OpenFlow Controller
Flow Range and clear the second flow range.
€ . {3} D Protocols » ¢B OpenFlow » [E Controller Running
dlll overview
n(‘éScenar'lo Devices | Irterfaces | OF Channels .ﬂ.cﬁons |
- O Ports COF Channel | Enakle | Description Nl:::gi'irsof Configure Range (InPort|  Ethernet Source DE;:‘tT;gt?on |E‘tl:|]s:an:1 VLI§N I:;Iro'?ry IF;;WS;L:;E
ﬁ!h Chassis 1 i FloenRange- 5] | 2 0 H 01 & 1 e &
2 éFIDWRangB- 5 | 2 0000000011 06 _UEI 0000 00 22 0 = B
~ 3 Protocols
» B Protocol Interfaces
~ €3 OpenFlow
- EE ‘Controller Running
[E) Leamned Informatio
» SL Device-l
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Test Case: OpenFlow Switch Forwarding Test

Ensure following MAC address and VLAN stops receiving traffic. Go to traffic statistics to
verify this functionality.

% 2} P Protocals + € OpenFlow

E controller Running

Devices Ilnterfaces IOF Chanrelz  Flow Ranges |P.cﬁuns |

- Mumber of ’ Ethernet Ethernet |
OF Channel | Enable | Descrigtion Flows | —onfigure Range InPort| Ethernet Source Destination Doz
1 FlowRange- 5 2 0ooooo0o4q 01 0000000022 M
2 FlowRange- 2 oooooooo11 06 000000002206
Bl Configure Flow Entry Range E
—Range configuration
Fields In Port Ethernet Source Ethernet Destination
1 Start Walue 2 00 0o o000 11 06 00 00 00 00 22 06
2 Step Value 0 00 00 00 a0 00 ™ 00 00 00 Q0 00 0
3 Repest Count 1 1 1
4 Wkap Count B5535 1000000 1000000
5 Increment Type Increment Increment Increment |
Select Views...
Skak Marne
b1 10.200154.41)Card. ., A i
2 10.200.134.41/Card... Total Count 5 Update |
3 10,200,134.41/Card...
In Port Ethernet Source Ethernet Destination WLAN ID
i 2 00:00:00:00:11:06 00;00: 00: 00; 22:06 B
o 2 00:00:00:00:11:07 00;00: 00:00; 22:07 7
& 2 00:00:00:00:11:08 00; 00 00: 00; 2205 g
2 00:00:00:00:11:09 00;00:00:00; 22:09 9
2 00 00 00 00:11: 0= 00 00 0000 22: 0= 1 J
.
Select Views... User Defined Statistics Traffic Item Statistics Data Plane Port Statistics Flow Detective

|kﬁ Back |v| |.53 | Traffic Ikern  Source/Dest Yalue Pair

Source/Dest Yalue Pair Tx Frames R.x Frames Frames Delta  |Loss % Tx Frame R.ate |Rx Frame Rate |R»
00:00:00:00:11:01-00:00:00:00:22:01 110,789 110,789 0 0.000 100,000 100,000
00:00:00:00:11:02-00:00:00:00:22:02 110,789 110,789 0 0.000 100,000 100,000
00:00:00:00:11:03-00:00:00:00:22:03 110,785 110,788 0 0.000 100,000 100,000
00:00:00:00:11:04-00:00:00:00:22:04 110,785 110,785 0 0.000 100,000 100,000
| O0:00:00:00:11:05-00:00:00:00:22:05 | 110,785 110,755 0 0,000 100,000 100,000
0:00:00:00:11:06-00:00:00:00:22:06 110,788 46,839 53,949 57722 100,000 0.00
00:00:00:00:11:07-00:00:00:00:22:07 110,788 46,840 63,945 57.721 100,000 0.000
00:00:00:00:11:08-00:00:00:00:22:05 110,785 46,840 63,945 57721 100,000 0.000
00:00:00:00:11:09-00:00:00:00:22:09 110,785 46,540 63,945 57721 100,000 0.000
00:00:00:00:11:05-00:00:00:00: 22:0a | 110,785 46,840 53,945 57.721 100,000 0.000
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Test Case: OpenFlow Switch Forwarding Test

e Select the flow range again and see if switch starts forwarding traffic for that
MAC/VLAN again.

£ {2} €A Protocols » @ OpenFlow + EE Controller Running

olln Overview —
I(g Scenario Devices I Interfaces I OF Channels Lcfions: |
D Ports OF Channel | Ensble | Description NuFTob;;Df Configure Range (In Part|  Ethernet Source Dit;?lzgtin
ﬁy_ﬁ Chassis 1 FlowRange- 5 2 000000001101 000000002201
2 lovwvRange- 5 2 000000001106 000000002206
~ B Protocols
» £B Protocol Interfaces
- Elowy
|£] Learned [nrormabio
IEWS... ser n atistics raffic Item istics ata Plans istics ow Debect
Select Vi u Defined Statisti Traffic Item Statisti Data FI Port Statisti Flow Detecti
| & Back | i | |.53 | Traffic Itern  Source/Dest Yalue Pair
Source)Dest Yalue Pair Tx Frames R Frames  |Frames Delta |[Loss 9% Tx Frame Rate |Rx Frame Rate
00:00:00:00:11:01-00:00:00:00:22:01 147,189 147,189 0 0,000 100,000 100,000
00:00:00:00:11:02-00:00:00:00:22:02 147,189 147,189 0 0,000 100,000 100,000
00:00:00:00:11:03-00:00:00:00:22:03 147,188 147,185 0 0,000 100,000 100,000
00:00:00:00:11:04-00:00:00:00:22:04 147,188 147,185 0 0,000 100,000 100,000
0 O e 0 1 4 e 05 =00 AL AL Qe # 2 05 147 157 147 1585 nl INRAININ] 1000000 100000
0:00:00:00:11:08-00:00:00:00:22:0& 147,188 50,770 96,415 65,507 100,000
00:00:00:00:11:07-00:00:00:00:22:07 147,188 50,771 96,417 65,506 100,000
00:00:00:00:11:08-00:00:00:00:22:03 147,188 50,771 96,417 65,506 100,000
00:00:00:00:11:09-00:00:00:00:22:09 147,188 50,771 96,417 65,506 100,000
0:00:00:00:11:05-00:00:00:00:22:0a 147,183 50,771 96,417 65,506 100,000

Conclusions
This test case can be used to verify:

e Switch installs correct flow entries in its flow table as pushed by the controller.
¢ It makes packet forwarding decision as per the rule set by the controller.
e It complies to one or more action set by the controller.

Test Variables

The following variables can be used to verify the behavior of an OpenFlow Switch.

1. L3 Forwarding Test
Set the matching criteria on L3 header field such as Source IP, Destination IP and DSCP
value

2. Use multiple Actions
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Test Case: OpenFlow Switch Forwarding Test

Apply multiple actions for each Flow range. Use one of the following actions along with
Output and verify that switch correctly performs multiple actions on the packets.

Set VLAN ID Add or Change VLAN ID for matching flow
Strip VLAN Header Strip the VLAN header from the matching flow
Set Ethernet Src/Dst. Change source/destination MAC for matching flow
Set IP DSCP Change DSCP value for matching flow

Set IPv4 Src/Dst. Change IP address for matching flow

Set Transport Src/Dst. Change TCP/UDP port
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Test Case: Switch Flow Failover Performance Test

Test Case: Switch Flow Failover Performance Test

Overview

Networking infrastructure has become key component for any business. Today’s networks
carries Voice, Data and Video traffic over the same network infrastructure. Even the few
seconds outage can cause huge impact on the business. Therefore networks are designed with
redundant links to minimize the downtime and increase the reliability. The key challenge for any
networking device is to be able to detect the failure and forward traffic to redundant path without
affecting application traffic performance.

Objective

The objective of this test case is to verify Switch performance to handle convergence in the
network and ability to converge the traffic to secondary path without affecting traffic forwarding
performance. For this test, Ixia’s unique TrueView convergence test methodology will be used to
measure the data-plane to data-plane convergence time of the switch.

TrueView convergence test provides the following measurements:

e Timestamp of every packet
o Timestamp the first packet in and last packet out on a port per flow

Ability to capture protocol event timestamp

Ability to capture link event timestamp

Ability to monitor receive rate and timestamp when "Below" thresholds are crossed
Ability to monitor receive rate and timestamp when "Above" thresholds are crossed
Ability to timestamp link event (up/down)
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Test Case: Switch Flow Failover Performance Test

The diagram below shows, when traffic drops below threshold value on primary path (Blue line),
it will latch tDP-belowl timestamp and when traffic reaches above threshold value on a

secondary path (Red line), it will latch tDP-above2 timestamp. This timestamp will give data-
plane convergence time.

DP-DP Convergence time = tDP Above timestamp — tDP Below timestamp

CP/DP-convergence time

'Rx Flow Port 2

Rx Threshold

31vd

Ramp-up convergence time

Figure 37: CP/DP Convergence Time, calculation
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Test Case: Switch Flow Failover Performance Test

Setup
Ixia Controller
T, @
. '
o Host-2
(@]
=
)
: >
Host-1 2 |X|A N~
Teafhic: S ource Destination
Ip 1.1'1'1 IxIA DUT Ip 2-2-2-2
Openflow Switch Host-3
STATS
MAICH  ACTION QN =N
LLL1 DROP .
AABBCC  FORWARD IXIA
2222 MODIFY MRS
Figure 38: Switch Flow Failover Performance Test, test setup
Step-by-Step Instructions
1. Reserve 4 Ixia port (1 for controller and 3 for data-plane traffic)
=N Port Selection - |Of =
| Chassis ED:IA::Id Chassis | | 3 E-O More - All ports = Ports in configuration CE',:I Add Offline Ports || 2 Al ports = |
Chassis/Card/Port Type ¢ Skake Mame Chassis/Card/Part
-~ (B 10.200.134.41 ixos 6.40.0.71 eh, protocol 7.00.0.486 1 ] @ Hostl
~ B Card 02 16 PORT 10/100/1000 LSM XMV1& 2 @  Hostz
@ Port 01 10/100/1000 Basa T 3 @  Hostd
@ Port 02 10/100/1000 Bas= T dd port 4 @ Controller
@ Port 03 10/100/1000 Bas= T A pol
@ Port 04 10f100/1000 Base T
@ Port 05 10f100/1000 Base T
@ Port 06 10/100/1000 Basa T
@ Port 07 10/100/1000 Basa T

Figure 39: Port Selection window
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Test Case: Switch Flow Failover Performance Test

2. Enable OpenFlow on all 4 ports by selecting the OpenFlow check box on the
RoutingSwitching tab on the Protocols window.

A

Protocols
allp Overview -
RoutingSvstching IMpLS | Mulicast | Carier Etiemet | focess | Muierication | Dats Center Bridging | Wireless |
=D Scenario

Port Description ‘ Oig:er Link | &RP ‘PING for IPvé|  BFD ‘ BGPEGP+ | EIGRP ‘ 1515 L23 rOpenFlow\‘
- T 1 @ ¥ T T R
a8, Chassis 2 @ I r r r r r
__ 3 (o] Ird r r r r r
P &2 Protocols 4 @ rd r r r r r

+ €3 Protocol Interfaces
» €3 OpenFlow
» €3 Static

Figure 40: RoutingSwitching tab, Protocols window

3. Go to Connected Interface tab to configure Emulated Controller IP Address and
Gateway Address.

Use OpenFlow switch’s IP address if you have only one switch. Ensure that ARP is
resolved for for OF Channel. Do not configure anything on host ports.

B @ G

c::,':t Add Multiplz Intarfacas

Fos
& B

Protocols rotocol Traffi Add
- Interfaces Actions - Grcrf;nﬁ: ,' Ping Refresh Protocols ~
Actions Build
£ €0 Protocols + @R Protacol Interfaces 2 Controller
ollp Cverview l—
Connected Interfaces }Unconnected Irterfaces ] 3RE Tunnels ] Discovered Meighbors ] Irterface Address
=0 Scenario
¥ ARPonLink Up [ Send Single ARF per Gateway W M5 onLlink Up ™ Send Single NS per Gats
+ ) Ports — —
- IPvd4 Address IPv4 Wazk
ﬁ!h Chassis Interface Description Enable({m.ﬂ.x.x “Reserved IF) \wickh Gateway ‘
1 -
- € Protocols Connected - Protocolint | [ 10,200,134 233 ] 24| 10,200,134 2340
~ P Protocol Interfaces
{ Controller

Figure 41: Connected Interface tab
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Test Case: Switch Flow Failover Performance Test

4, Go to Ports tab and select the Port Role.
You can select any of the following:

a. Control: for Controller port
b. Traffic: for host ports

< {2} R Protacals » €3 CpenFlow

ollp overview =
Diagram‘ Paorts bDevices | Interfaces | OF Channelz | Flow Fanges I Lctions I Traffic Endpoirts |
=5 Scenario . _ _ —\
Port Protocol State  |Wumber of Devices [Mumber of Traffic Endpoirts{f Port Role
~ £ ports 1 1 Control
& Chassis 2 1) Traffic
3 11 Traffic
~ €D Protocols 4 1 NJraffic_
- Protocol Interfaces
C+ (i OpenFlow
vk Controller
» [ Host1
b fE Host2
» fE Host3

Figure 42: Ports Tab

5. Go to Devices tab and configure Number Of Interfaces as 1. The number of interfaces
equals the number of emulated NICs of a controller.

f ﬂ @EJ’ tocioks @GDEI‘IFIBW

alll overview :
Diagram I Partz |Interfaces I OF Chanhnels | Flow Ranges I Detions | Traffic Endpoirts |
=5 Scenario - .
Port Enable Descrigtion Device Role Wersion L
Interfaces
~ £ Ports

1 ¥ Device 1
i Chassis . o/

Figure 43: Devices tab
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Test Case: Switch Flow Failover Performance Test

6. Go to Interfacees tab and assign the interface previously created under protocol
interface. This interface is used for the control-plane (OF Channel). Configure Number
of Channels as 1.

< ﬁ t;fi Protocols

f'“! OpenFlow

I]l]ﬂ Cwverview
Diagram l Poriz l Zeu'i-DF Channels Flow Ranges Acsio
r O Ports
ﬁgi Chaszzis To change number of Interfaces, select 'Devices' tab, and enter nurmber in ‘Mumbe
- umber of O
r 3 Protocols Enable Protocol Interface Channels
1 ¥ Cunn&cted - Protocolinterface - 100:01 - &

ICnn-n-Pr'tH:I Pmtnr'nthrfa-r'P 10001 -4 »

7. Go to OF Channels tab and enter DUT IP address in Remote IP field. Enter Number of
Flow Ranges as 2.

% {al €3 Protocals » &3 Openflow )

Diagrarm I Partz I Devices I Interfaces -l Flow Ranges I Lctions I Traffic Endpairits

To change number of OF Channels, select 'Interfaces’ tab, and enter number in Mumber of OF Channels' field

i £
7
Interface Enable B Local [P Femate [P Use DatapattDatapath | Datapath 1D | Startup Feature JfMumber of Flow|
1o In] (In Hezd Request Ranges
1 W OF Channel-1 |, 10.200. 134_%?4’ r = -

8. Under Flow Ranges tab, configure Ethernet Type, Source and Destination IP address.
Use wild card (*) for remaining all fields. Use same IP address for both ranges.
Configure correct In Port field with the switch port number that is connected to Ixia host
port generating traffic.

£ {2} €D Protocols » FF) OpenFlow
Diagram I Ports I Devices I Intefaces I aF Channels Befions I Traffic Endpoirts I
.
Configure
Range mpna

1 W Primary 1 10
2 [  Esecondary 1 u

Mumber of
Flowys

Ethernet
Source
G

Ethernet
Destination
T

Ethernet LAan
Type [[n]
ogoo ¢

\_ a0/

WLAM
Pririty:
T

IPv4 Destinatiol
(addrimask)| (addrinask)
1440024 2222024

\111124 232204 J

P4 Source Transport

SourcelChiP

Transport

Enahle DestinationACMP Code
G

Description IP Protacol

OF
Channel DSCP

Figure 44: Flow Ranges tab
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Test Case: Switch Flow Failover Performance Test

9. Create Number of Action from config tab. Change Match Type to Strict and Priority
value for both flows. The flow with higher priority value gets forwarded first.

£ {3} B Protocols » @3 OpenFlow

Diagram | Ports | Devices | interfaces | OF Ghannets ((Flow Ranges B actions | Traffc Endpuints |

i
Idle Timeout [Hard Timeout W . S Send Flow | Check Do not &cd on i Mumber of
OF Channel ﬁatch TY;a (=ec) [zec) Prlarﬂ Removed Orverlap Sl Flse Channel Up Actions
1 I} Strict 0 i 0] - r r r 1
5 Strict ] 0 5 r r r r >

Au/

Figure 45: Flow Ranges tab (2),

10. Go to Actions tab and select Action Type as OutPut and Output Port Type as
Custom/Manual. Enter the ‘Output Port’ value of the switch where the traffic will be
forwarded to.

4 {2} B Protocols » F3 OpenFlow

Diagratm | Potz | Devices | Irtefaces | OF Channelz | Flow Ranges Traffic Endpoints |

Flowy Ranges

Action Type Ctput Port Type Max Bvte Lencgth

Output
Output

| CustomManual
. Customdanusl
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Test Case: Switch Flow Failover Performance Test

11. Start OpenFlow protocol using the OpenFlow control on the ribbon, and make sure OF
Channel comes up.

ﬁ Home Automation Results / Reports Views Configuration
7 ,,:\‘-‘;,. ﬁ P Start OpenFlow j
R J op I Stop OpenFlow
Protocols| Cfs_rF\ow Traffic Add Grid
= chions = Group ID Protocols = Operations ~
Actions Build Selected Grid
€ . {3} € Protocols » EB) OpenFlow + [ Controller Running
alln overview
B Devices  Interfaces |OF Ghantiels | Flow Ranges I Actions I
=3 Scenario
To change number of Interfaces, select 'Devices' tab, and enter number in "Number of Interfaces’ field
- () Ports — —
- Device Ensble | Frotocol Interface humber of OF  |Periodic | Echo  |Enable Echo | Timeout Muttiplier / Enable Periodic| Periodic LLDP [Install Flov fol
ﬁ‘h Chassis Description Channels Echo | Interval Timeout Option Timeout Yalue LLDP Interval (msec) LLDP
1 v Connected - Prot 1 [v 10
~ B Protocols 2] ke ! H L
» B Protaocol Interfaces
~ P OpenFlow
» [ Controller Running
» f§ Hostl
v B Hostz
» EE Host3 Select Views... Port CPU Statistics OpenFlow Controller Aggregated Statistics
» B Static
OF Channel  |OF Channel ©  |OF Channelle  |OF Channel Flap
o Tl Skat Mame Port Mame Configured  |onfigured Un | arned Up Count Hellos Tx Hellos R Echo Requests Tx  |Echo Replies Rx |
-

b 2 12-3 Traffic Items.
24 12-3 Flow Groups

P PR R

7 Impairments

To verify the sw

10.200.134.41Card02/Port 13 Host1
10.200.134.41/Card02/Port 14 Host2
10.200.134.41/Card02/Port1S Host3
10,200,134, 41 }Card02/Port 16 Controller

Figure 47: Controller Running window

itch capabilities, supported action or any error condition, go to Learned

Information window. Several tabs as shown in below figure are available on this window.
Click Refresh button in the ribbon to update this information. Go to OF Channel Learned
Info tab. It displays several panes. The left pane displays OF Channel information including
TCP port, Data path ID, Reply state and any error message received from the Switch. When
you select a row (OF Channel), the right pane displays all OpenFlow enabled ports
information on that switch.

Ty £T8 b
& 5
Protocols OpenFlow CEET‘F‘DW Traffic

scos v QpeIfiey et

Actions'

£ - {2} D Frotocols » FR OpenFiow

mand

= )
@) % %
fresh OF§ On De: Add

Channels, Messages Pratocols ~
Build

[E Controller Running » [2) Leamed Information

olli Overview
Learmed Infa Recards :
4 Scenario OF Channel: 1. Topaiagy 0. Flow Stat : 0, Flow Agr. Stat - 0, Port Stat : 0
‘endar Stat; . Diesc. Stat - 0, Table Stat - 0, Queue Config : 0, Queue Stat : 0
~ @ Ports
& Chasss ‘DF Channel Learned |l|'"’FIanTa1 | Fowm fggregatect 5t | PortStt | Vendor St | Descrighon Stat | Table Sat | Gueue Garfiy | Quewe St | Topology Leamed irfo
g Refresh Leamed Info for
- otocols
Devies [al ~] Intertace 2
» €D Protocol Interfaces ’7 I -l I -
~ €D OpenFlow elect the rows to send trigger/stat requests
- E ““e' R“'g " L‘;fua' o Reﬂﬁbzf" Reply State Wax Buffer Size | Local P Remote IP Data Path D
@ & Learned Inform.
255 T 0200134235 10200134234 1106,102,524 500
b [ Hostt 2 10200134233 10.200134.234 1,108,102,824 500
E Host2 3 10200134233 10.200134.234 1,108,102,824 500
v B
v B Hosts 0 10200134233 10.300134234 1,108,102,824 500
» 6B Static 5 10200134233 10.200134.234 1,108,102,824 500
a 10200134233 10.200134.234 1,108,102,824 500
- 54 Traffic i 10200134233 10.200134234 1,108,102,824 500
b 5 123 Traffic Items B 10200134233 10.200134.234 1,108,102,824 500
¢ 12-3 Flow Groups 4 | i |
Learned OF Channel Ports

7 Impairments
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Test Case: Switch Flow Failover Performance Test

From OF Channel Learned Info tab use On Demand Messages button to request switch

to send flow table information.

QUEE-@ %-Dke-®x-El-

I3

a5
.‘E..J'
D=

Protocols OpenFlow C'a:éeﬁrFlow
- - o

ns

alll Overview
=8 Scenario
~ £ Ports
o Chassis

~ B Protocols
» B Protocol Interfaces
~ B OpenFlow

» P Static

~ 20 Traffic

» 2C L2-3 Traffic Ttems

=4 L2-3 Flow Groups
() Impairments
4| QuickTests

+a Captures

Automation

Traffic

* Group ID  Channels

Actions

% fay €D Protocols + B OpenFlaw

Results / Reporis

Views

fresh OFf On Demand

r Learned Info Records :

OF Channel: 1, Topology : 0, Flow Stat: 7.
Wendor Stat: 0, Desc. Stat: 0, Table Stat:

Device |4l

OF Channel Leamed Info | Flow 3tat | Flow dg

r Refresh Learned Info for ———————————

| Interface |

Select the rows to send trigger/ stat requests

2l

Local IP

Remote IP

[ 4 || Select Views...

Skat Marme

Learned OF Channel /r

Port CPU Statis

Port Mz

10,200, 134,41 /Card0Z{Port 13 Hostl
Z |10.200.134.41/Card0z/Port14 Host2

Protocols To

E Controller Running

ols

Configuration

&
Add
Protocols «

Build

IxNetwork [ProntoDemo.ixncfg]

Leamed Information

Open Flow Learned Info Trigger Settings

Flow Aggregated Stat I Pork Stat I Wendor Skat | Wendor Message I Descr 4 I >I

Table D

Jan T ables

=

Out Part

FResponze Timeout
[msec]

~Match Criteria

|oFPP_NONE =] |

|5,DDD [ tatch Capabiliy

In Part

Ethernet Type

Ethernet Source

Ethernet Destination

Ix
Ix

Tranzpork
SourcedCMP Type

IP+4 Source/Mask Ix
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IP DSCP I" IP Protacal
IPwd

Destination /M ask
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3 |10.200.134.41/Card0Z{Port15 Host3

[ ]

Cancel | Help |

Figure 49: OpenFlow Learned Info Trigger Settings window

To verify flow table information, go to Flow Stat tab and ensure that switch has correct flow
entries to match the fields defined earlier in the flow range. Enter port and wild card entry for

non-matching

%

IJI]|] Overview

field.

{2} P Protocols » FP OpenFlow

8 Controller Running

Learned Information

&3 Scenario

~ ) Ports

OF Channel: 1, Topology : 0, Flow Stal : 2, Flow Aggr. Stat

" Leamed Info Records

0, Port Stat - 54

Wendor Stat: 0, Desc. Stat: 0, Table Stat: 0. Queus Config : 0, Quews Stat: 0 ‘

% Chassis

~ B Protocols
» €8 Protocol Interfaces

OF Channel Leatned Info

Flow Stat . BFiow Aggregated Stt | Patt 5t | endor Stat | Description Stat | Tahle Stat I Queue Gorfig | Queue Stat | Topology Leamed Irfo I
Switch to “OF Channel’ ta;_:lu Send igger —

Latency

P~
Pethernety
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Ethernet A WLARN IPve IPvd
Local IP Remate P (usec) | Reply State In Port: e Ethernet Destination Type WLAN ID ‘ Pricrity ﬂ Source | Destination P Protocol IP DSCP
1 102001342 10.200.134.234 1283 Reply Recalve 1 * ® 0x&00 * * 11.11/24 2222024 ® ®
2 10.200134.2 10.200.134.234 1283 Reply Received 1 * * 0xB00 * * 4 * *
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Test Case: Switch Flow Failover Performance Test

Create Traffic endpoints on host ports using the Generate Traffic Endpoint wizard. This
option is available on the Flow Ranges tab.

- — i = ¢ Generate Traffic Endpointis
& 5 @
W
Protocols OpenFlow CAJe_rFlow _Traffic Add — "
- - chons = Group 1D Protocols « . .
Actions Build Click this 1
button

£ {3} B Protocols + ) Opentiow

dllp overview #
Diagrarn | Ports | Devices | inertaces | OF Channels {_Flow Ranges ) uctons | Trafic Endpoirts |

=8 Scenario

O Erable | Descriction Murmber of | Configure In Port Ethernet Ethernet Ethermet |YLAM [ WLAN  [Pvd Source (IPvd Destination P Protocol
'D Ports Channel Flows Range Source | Destination [ Type ID | Priotity |(addrimask)| (sddrimask)
T ﬁ!t 1 W Primary 1 I 1 * * 0300 * * 1411024 2222024 *
Chassis E.%| | B B B : B
2 .Secnndary 1 1 0300 1411024 222224
~ EP Protocols

b+ 3 _Protocol Interfaces
+ 3 OpenFlow
« k8 wontroller Running

Learned Informatic

Figure 50: Flow Ranges tab

The following steps will help you use the OpenFlow Traffic Converter Wizard. This will
create the corresponding traffic end points for the Flow Range values on Ixia ports.

a. Select host ports where Traffic Endpoints will be created and click Next.

Openflow Traffic Converter Wizard - Port Select - Name

— Select Part(z] for “Wizard Configuration

Enakle Part Description
1 r Controller - 10/ 004000 Baze T
2 rd Host1 - 10/ 004000 Base T
3 rd Host2 - 10/ 004000 Base T
4 rd Host3 - 108 004000 Base T

Figure 51: OpenFlow Traffic Converter Wizard — Port Select — Name window

b. Select both Primary/Secondary flow range to be included in traffic.

DOpenflow Traffic Converter Wizard - Select Flow Ranges - Mame

~ Flow Ranges
Inciude In
Flowy Range ‘r Tratfic ‘

1 Fritnary - OF Channel-1 - Connected - Protocolrterface - 100:04 - 5 - Device-1 - < "
2 Secondary - OFChannel-1 - Connected - Protocoliiterface - 100:04 -5 -Device-1 f{ [ ]
-

Figure 52: OpenFlow Traffic Converter Wizard — Select Flow Ranges - Name

c. Map the Traffic source port in the following figure Host-1, with DUT In port.
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Test Case: Switch Flow Failover Performance Test

This will enable IxNetwork to map the traffic ports to switch ports

Openflow Traffic Converter Wizard - DUT In Port To Ixia Port Mapping - Name

—DUT In Ports

DUT In Part User Flow Ranges r Ixia Port (Traffic Src) \ ‘
1 1 Primary - OFChannel-1 - Connected - Protocalin) \_ Hiost1 _j

Figure 53: OpenFlow Traffic Concerter Wizard — DUT In Port To Ixia Port Mapping — Name window

d. Map traffic receiving ports with DUT’s output port.
This will enable IxNetwork to map the traffic ports to switch ports

Openflow Traffic Converter Wizard - DUT Out Port To Ixia Port Mapping - Name

DUT Out Ports

DUT Ot Port |Jzer Flow Ranges ‘ Ixia Paort (Traffic Dst) ‘
1 2 Frimary - OF Channel-1 - Connected - Prot Host? J
2 3 f=econdary - OFChannel-1 - Connected - F§ Hozt3

Figure 54: OpenFlow Traffic Converter Wizard — DUT Out Port To Ixia Port Mapping — Name window

e. Leave everything default on next two windows.
f. Select Generate and Overwrite Existing Configuration check box to remove
previously generated traffic endpoint and click on finish.

Openflow Traffic Converter Wizard - Name | x|

" Generate and Append to Existing Configuration

* Taenerate and Overwite Existing Configuratiore

Screen$ 7 of 7 < Back I-( Finish I Cancel | Help

Figure 55: OpenFlow Traffic Converter Wizard — Name window
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Test Case: Switch Flow Failover Performance Test

g. Go to each host port and ensure the wizard has generated correct traffic
endpoint

€ . {2} @D Protocols » @3 OpenFlow

Diagrarm I Parts I Devices I Iriterfaces | OF Channels I Flow Ranges | Litinns ‘ Traffic Endpoints '

olll Overview

=3 Scenario

Part Mame | Interface f A;Pd"ra Mask | IPDSCP | IPProtocol ¢
N O iz ) 1 Faffic - 1 24 o TCP
gy Chassis z Traffic - 1 24 o TP
3 Traffic - 1 24 o TP

~ 3 Protocols

b £ Protocol Interfaces

~ 3 OpenFlow

~ [E Controller Running

Learned Informatic
£, Device-1
Hastl
Host2
Host3

-

- =5 Traffic
p 24 L2-3 Traffic Ttems
>4 L2-3 Flow Groups

Traffic .}‘. Properlies l}‘.‘Elhern@t l:'\"U'LF\N Transport l;'r

etwork

(7 Impairments

12. Go to Traffic Options window and select Data Plane Event Monitor check box and set
desired data-plane threshold limit.

% @&

Traffic

2 /S

Please select one or more Flow Groups

= Add 123

T\r-azfﬁsc - Actions »  Traffic »
[ i Test Options
i Overs Teaffic Options
gl Overview
¢ Traffic Options Skatistics Measuremenits | Global Settings
o Scenario -
'm QuickTests Options —#Available Sets of Statistic:
~ @ orts Se... | Statistics Set Settings Description -
. (& st=t Viewer Options. 2
4 Chassis e e it Detta of Recsivs Time of two
L e LAt conseculive packets

~ (B Protocols

b B Protocol Interfaces

» 20 L2-3 Traffic Items

¢ 12-3 Flow Groups
7 Impairments
|| QuickTests

+#p Captures
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Figure 56: Traffic Options window
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Test Case: Switch Flow Failover Performance Test

13. Go to Traffic Wizard window to create traffic flow between Host-1 to Host-2 and Host-3.
a. Select Traffic from the tree and click on Add L2-3 Traffic button in the ribbon. It
will open Advance Traffic Wizard.

ﬂ Home
%

Traffic »

Autornation

xé} 7

Traffic
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Run

Results | Reports

it

Views Configuration

Please sele

Traffic
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4
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=8 Scanario
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~ B Protocols
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~ P OpenFlow
£ Controller Running
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b
4
b
» @B
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Figure 57: Advanced Traffic Wizard

b. Select Type of Traffic as IPv4and use OpenFlow encapsulation filter for Source
and Destination endpoints.

u-hi Advanced Traffic Wizard

T

Packet § Qo5

B

Traffic Mams

— Tralffic Item ——

| Traffic Ttem 2

— Source / Destination End

ints

Traffic Group ID Filkers |Mone selected

DE: Flow Group Setup

r
{ Type of Traffic |IPvd

ot D Source | | Al

ﬂ Frame Setup Traffic Mesh
@ Rate Setup Source/Dest,  |One - One
é Fiow Tracking Routes{Hosts | One - One
D Ei-Directional
Protocol Behaviors
C’i’? Allow Self-Destined
%)
- Presiew = i H £
= CC—
& &
’ Validate
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Figure 58: Advanced Traffic Wizard, Endpoints window
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Test Case: Switch Flow Failover Performance Test

c. Select Host-1 as traffic source and Host-2 and Host-3 as traffic destination.
Make sure the Merge Destination Range check box is selected. This ensures
that unique flow is created based on destination IP address.

IA-N Advanced Traffic Wizard

i e

— Traffic Itemm ———————— —— Source ;/ Destination Endpoints
@ Packet [ Qo3
Traffic Mame Traffic Item 2 Traffic Group ID Filkers |Mone selected
)E Flow Group Setup )
Type of Traffic | IPv4 Source || Al - | @ i | Select Multiple Ports - Destination | |CpenF... = | F o §A
ﬂ Frame Setup Traffic Mesh > g Al Ports select Multiple Ports -
v [v] Hostl
- - v| Al Port:
@ Rate Setup SourcefDest, | One - One v [#] Open-Flow > Hostolr 1
- - v v IP Ranges
é Flow Tracking Routes/Hosts | One - One . g T
= Bi-Cirectional = v [¥] Open-Flow
Protocol Behaviors v| IPR.
& #llow Self-Destined » [] Host3 N e =
57 Preview P, L > [ controller :

[#] Host3
v Open-Flow
hd IP Ranges

22220241

" yalidate

M

i
@ i) % — Endpoint Sets

Encapsulation Source Endpoints | Destination Endpaints | Traffic Groups
Mumber of hosts per Route 1 ¥
A 1 Ethernet I1.IPw4.... 1 Endpoints 1 Endpaints Mone selected
A V] Merge Destination Ranges + Mame: EndpointSet-2
Weming 7 <M= <New = <Mew > Mone selected
YPM addresses

Figure 59: Advanced Traffic Wizard, Source/Destination Endpoints mapping

d. Leave default values on Packet/QoS, Flow group setup, and frame setup
windows.
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Test Case: Switch Flow Failover Performance Test

e. Set the desired traffic load on Rate Setup window and click Next.

In-N Advanced Traffic Wizard
@ Endpoints Rate Setup
) ;

(@) All Encapsulations () Per Encapsulation

al

Packet | Qo3

QE Flow Group Setup

Frame Setup

All Encapsulations - Same settings will be applied to all (1) encapsulationfs)
Flowy Tracking

= Tralffic Item Transmission Mode = = Flow Group Transmission Mode

Protocol Behaviors

VWBOE

(@) Intetleaved 19 Continuaus Stop After 1| iterations
|F.. = ) : - S
i Preview () Sequentizl () Fixed Packet Count Start Delay 0| bytes | -
gf( validate ¢ The Interleaved Transmit mode will interleave the () Fized Iterakion Count | Minimum Gap 12 | bytes
* packets from each Flow Group when sending Traffic

() Fixed Duration
() Bursk {Auko)

(70 Bursk {Custom)

How it wil lnok o the wire:  [IN |4 B3 [N B4 Ed N B2 B R B E

— Rate — Rate Distribution
) Line rate . 10.00] % Parts:
- () Apply rate on all ports
GU:' Packet. rate | 1DDDDD.DD}EF second () split rate evenly among ports
() LayerZ Bit Rate 1000.00| |bps Flow Groups:

() Apphy port rate to &l Flow Groups
(©) 5plit part rate evenky among Flow Groups

Prev Eirish

Figure 60: Advanced Traffic Wizard, Rate Setup window
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Test Case: Switch Flow Failover Performance Test

f.  On Flow Tracking window, select Source/Dest Value Pair and Dest Endpoint
as tracking option. Click Next.

u-N Advanced Traffic Wizard

@ Endpoints Flow Tracking
—— Track Flows by —————— ——{ ustom Override
Packet [ Qo3 TrafFic Ttem -

BRI o e Dest Endpoint Pair
E}E: Flow Group Setup G .

Saurce/Dest Yalue Pair

|| Source/Dest Part Pair i
Frame Setup / Offset 0| bits

[ | Source Endpoint
€[] Dest Endpoint) Field width |32 Bits
Rate Setup st Endpoin

al

one - One meshed

Offset from |Rook

VBB

] Source Port Yalues
Tracking [ Traffic Group ID
: [C] MPLS Flow Descriptor
Pratocal Behaviors ] Frame Size

[E.:I Preview D rlon roue inati
E: [] Ethernet 11 ; Destination MAC Address
I . ] Ethernet 1T+ Source MAC Address
validate D Ethernet I : Ethernet-Twpe

[] Ethernet 11 : PFC Queus

[1 1Pwd : Precedence l
—— Egress Tracking —— Latency Bin Measur ks
i ens ey Enable Latency Bin Measurements
Mumbers of Bins [ Minimum skep size: 0,02 us
_J':. =

Encapsulation  [Ethernet

Offset Quter YLAM Priority (...

Blngressé’_
1 Z 3 4 5 6 ¥ & 9 1w 11 1z 13 14 15 18 1¥ 1§ 19 0 21 #2 —

Figure 61: Advanced Traffic Wizard, Flow Tracking window
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Test Case: Switch Flow Failover Performance Test

g. Skip Protocol Behaviors window and go to Preview window to view how the
traffic flow looks like and click Finish button.

IA-N Advanced Traffic Wizard

)
@ Endpoints

Previevi

@ Packet | QoS Flow Groups /Packets (E) Current Traffic Tkem () &ll Traffic Trems
E}E: , Flaw Group Traffic Item
Flow Group Setup %
v Port: Host1 i
1 TFF' s 1-EndpointSet-1 - Flow Group 0001 Traffic Item 1 Click
raffic Item 1 nintSet-1 - Flow Group 000 raffic Item !
Franme Setup ¥ raffic Ikem L-EndpointSel o Group raffic Ttem i
button
Rate Setup

Flow Tracking

Frotocol Behaviors

=
®
2
e

= | —— 1 Packets For Flow group: Traffic Tkem 1-EndpointSet-1 - Flow Group 0001

Walidate : Packet # Destination MAC Address | Source MAC Address |Ethernet-Type |PFC Queuse Precedence | Source Address | Destination Address | TCP-Source-Port | TCP-
il 00:00:00:00:00:00 00:00:00:00:00:00 800 a 000 Routine 1.1.1.1 2.2.2.2 1 1
1[4 B oA i 3

Prev et ! Cancel Help

Figure 62: Advanced Traffic Wizard, Preview window
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Test Case: Switch Flow Failover Performance Test

14. Click L2-3 Traffic button to push the traffic on port and start traffic.

BIODEE-@-%-Ds2-@® % -[Elds- Traffic Tools INetwork [Pre
I | Home Automation Results [ Reports Views Caonfiguration
| :‘*'.-:" :y.p / :_—r = % B Grid/Column Profiles - 0%
o B 4 i—.f =2 [ Group Rows By -
Traffic  Add L2-3 Edit Traffic Edit Flow Regenerate Delete i -
Actions »  Traffic » Ttem Graup -
Run Edit Grid Rate C
£ fa} oC Traffic » ¢ 12-3 Traffic Items » D¢ Traffic Ttem 1
alll Overview
Flove Groups | Tapology | Endpaink Sets
I(E Scenario Transmit Skake Suspend T= Port R Parts Flow GEroup Manm
v @b Traffic Item Mame: Traffic Item 1 TX Mode: Inkerleaved, SrciDst Mesh: OneToOne, Ro
hd O Ports 1 b @ P Host1 HostZ; Host3; Traffic Itern 1-Endpoin
% Chassis
~ B Protocols
» € Protocol Interfaces
- @ OpEI'IFlDW
~ [ Controller Running Apply Traffic: Completed SuccessFully,
Learned Informatic
0
b o Device-1 100%:
v [ Hostl Done
v [ Host2
» [ Hosts
b D Static
- 24 Traffic

- o4 12-3 Traffic tems
24 Traffic Item 1

24 L2-3 Flow Groups Summary | Flow groups | Frame Setup | 5]

Result Analysis

1. Verify that there is no traffic loss and traffic is flowing through the primary path (which
has highest priority, as configured earlier) on the switch.

[ 43 || Select Views... K Traffic Item Statistics)

Traffic Ikem | Tx Frames R Expected Frames |Rx Frames |Frames Delka  |Loss % Tx Frame Rate |Rx Frame Rate
Traffic Ikem 1 | 36,021,761 | 56,021,761 56,021,760 1 0,000 100, 000,000 100,000,000

|| select Views... | TmlﬁcItemStatlshcs

T Park R Port lTraFF\c Item SD!"rEE"IDESt Endpoint ggﬁr[EIDESt Uil Dest Endpoint Tx Frames  |Rx Expected Frames |Rx Frames  |Frames Delta |Loss % |
I
b 1f{ Hostl Hostz ] Traffic Item 1 11112222 1.1.1.1-2.2.2.2 2,222 79,621,761 79,621,761 79,621,760 1 0.00
2 Hostl Host3 Traffic Teem 1 L111-2222 11112222 2.2.2.2 79,621,761 79,621,761 0 79,621,761 100,000

2. While traffic is running, go to OpenFlow controller flow range and disable Primary flow.
This sends Flow-Mod delete command to switch. Switch removes the Primary Flow entry
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Test Case: Switch Flow Failover Performance Test

and since there is only one flow entry in its Flow Table it will start forwarding packets out
on the secondary path output port.

i £ {2} €D Protocols » € OpenFlow » [ Controller Running
olll Overview —

. Devices | Intfaces | OF Ghanneis (( Flot Ranges ) actons |
=8 Scenario

a Mumber af 0 Ethernet Ethernet pre IPv4 Source IPv4 Destination
- O Ports OF Channgl | Enable |Description Flows Configure Range | In Port e Destination Ethernzt Type WLAN 1D ‘VLAN Priority (adkrinask) tacrinask)
ﬁ!ia Chassis 1 Primary 1 . 1 * 0300 * * 1141724 2222024
2 Ird Secondary 1 N I 1 * * 0800 * * 1419724 222204
~ £ Protocols

+ € Protocol Interfaces

- i

[} Leamed Informatic
b JL Device-l

3. Go to traffic Flow Statistics window and verify that the traffic gets switched over to
secondary path towards host-3. And, go to Traffic Item Statistics tab to verify there is
no traffic loss.

Select Views... | Flow Statistics. Traffic Item Statistics

Source/Dest Endpoint | Source/Dest alue

T Port Fox Part Traffic Item Pair Pair Dest Endpoint Tx Frames Rx Expected Frames |Rx Frames  |Frames Delta |Loss %o Tx Frame Rate |Rx Frame Rate
b 1 Hostl H&stZ . Traffic Ikem L 1.1.1.1-2.2.2.2 plalalalaZezared 2.2.2.2 120,021,761 120,021,761 110,114,746 9,907,015 8,254 100,000,000 0,000
2 |Hostl Host3 Traffic Ikem 1 G s R S A 2.2.2.2 120,021,761 120,021,781 9,907,014 110,114,747 91,746 100,000,000 IUU,UUU.UUD

4. From traffic item statistics view, perform drill down per destination endpoint (right click on
traffic item, select drill down per destination option). This will create User Defined
Statistics view tab. On this tab, you will notice DP/DP Convergence Time on far right
hand side (you can move this column in the beginning by dragging the column header).
This field provides data-plane event convergence time in micro seconds.

Select Views... OpenFlow Controller Agoregated Statistics Flow Statistics 1 User Defined Statistics ' Traffic Item Statistics

[ ok [-] @]

Dest Endpoint | T Frames R Expected Frames |Rix Frames  |Frames Delka |Loss e ADP,I'DP Convergence Time (uﬂx Frame Rate |Rx Frame Rate
bo12.222 6,386,509 6,386,509 6,386,507 2 D.Dulk II,W 100,000,000 100,000,000

5. Go to Flow Statistics to monitor DP-Above and DP-Below timestamp (located in far
right corner) to confirm DP/DP convergence time accuracy.

DP-DP Convergence time = tDP-Above time stamp — tDP-Below timestamp

Select Views... OpenFlow Controller Aggregated Statistics Flow Statistics User Defined Statistics Traffic Item Statistics
T Part R Park Traffic Ikem ggﬁrce,l’Dest R ggﬁrceIDest pallle Diest Endpaink ﬁ’ Belaw Threshald Timestamp |DP Above Threshold Timestamm
b 1 Hostl Host2 Traffic Item 1 1.1.1.1-2.2.22 1.1.1.1-2222 2.2.2, DU:DU:SS.QZQI 00:00:00, 000
2 | Hostl Host3 Traffic Item 1 1.1.1.1-2.2.22 1.1.1.1-2 222 222, 00:17:40,677 00:00:55,94

6. Prior to next control-plane trigger event, perform Clear CP/DP Convergence Statistics
to get accurate results for the next convergence event on the switch.
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Test Case: Switch Flow Failover Performance Test

& . ] | ] . 1:33 New
= :}? J i 2 e Overview Port Traffic

| i
& it sgll "Dj

a4 .

car Al omi Drill Stat \iew Take More Statisti Statisti Statisti om View R
tatistics - > T% J,%Qﬁgf_. Down ~ :brcﬁfesv Snapgﬂnt - Actions - e e = [=1 Pin Cu‘%ngré i T%?gk‘e?i
(2 Clear All Statistics Customize Custom Graph Snapshot View Sets New View
2 Clear Traffic/Ports Statistics < Traffic » G L2-3 Traffic Items
|
3 Clear CP{DP Convergence Statistics insmit Stake Traffic Item Name Enabled Flow Groups Tx Ports Rx Ports Endpoi
) | g
(2 Clear Protocols Statistics nm = L L Z
% Chassis
~ B Protocols
» B Protocol Interfaces
~ € OpenFlow
- E Controller Running
[&) Learned Informatic
» 5% Device-1
v B Hosti
b B Host2 Summary | Settings | Tracking and Latency | Al | ]
v B Hosta
» P Static a Select Views... Flow Statistics Traffic [tem Statisti User Defined
- 5 Traffic : Traffic Itern  Deest Endpaint
~ 2 L2-3 Traffic Ttems
¢ Traffic Ttem 1 Dest Endpoint |Tx Frames R Expected Frames |Rx Frames  |Frames Delta |Loss &6 DFJDP Convergence Time (us) | Tx Frame Rate  [Rx Frame Rate
b1 |zz22 3,586,317 3,586,317 3,586,315 2 0,000 19,639 100,000,000 100,000,000

24 L2-3 Flow Groups

7 Impairments

Conclusions

This test allows you to validate DUT’s ability to detect the failure and switch traffic to
alternate path as fast as possible without significant packet loss. It also provides accurate
traffic convergence measurements.

Variables

1. TrueView convergence test also provides accurate measurement for control-plane to
data-plane convergence time. To perform this test, user should select control-plane
events check box in step#17. All other steps remain the same.

Go to Statistics view and track by destination endpoint, you should notice CP/DP
convergence Time column.

2. Same test can be repeated for various traffic rates, number of flows and threshold
values.
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Test Case: OpenFlow Controller Scalability Test

Test case: OpenFlow Controller Scalability Test

Overview

SDN continues to gain momentum in the networking industry. The OpenFlow protocol is widely
accepted and leading the SDN trend. Almost all major network equipment manufacturers as well
as startups have shown interest in OpenFlow and developing OpenFlow Controller, OpenFlow
Switch, or both in their product portfolio.

Ixia continues to develop OpenFlow protocol emulation. Ixia has introduced v1.0 Controller
emulation in 2012 and now is introducing v1.0 Switch emulation. Using OpenFlow switch
emulation, one can validate basic functionality of the OpenFlow controller. Also, OpenFlow
switch emulation helps in performance measurement and scalability.

Objective

The objective of this test case is to verify functionality and scalability of the OpenFlow controller
by performing following tasks:

e Create multiple switch emulation and bring up OF channel using single Ixia port,

e Push thousands of flows with different match/actions to ensure that controller can push the
flows correctly.

e Generate various messages to the controller, such as packet_ins, port status message,
vendor message, and error message to ensure that controller is capable to respond each
message timely and accurately.

For this test case, use 2 Ixia ports connected in back-to-back mode. One port is emulating
OpenFlow controller and the other port is emulating multiple OpenFlow switches.

Setup

>

OF Controller
(DUT)

glow_M od

Packet in

Packet out

Emulated OF 1A’
Switches

<€
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Test Case: OpenFlow Controller Scalability Test

Step-by-Step Instructions

The following steps describe the procedure for performing the test.

1.

Reserve 1 Ixia port

Note: This example uses 2 Ixia ports connected in back-to-back mode. One port is
emulating OF Controller and other port is emulating OF Switch

R |

Home Automation Results / Reports Views Configuration
I_:‘z.ﬁ_ Port Selection |_ (O] x| |
& % -
hdd Offine Delete | | Chassis (| 57 Add Chassis ) #o Morew | Alporis v Ports in configuration =3 Add Offline Ports All ports = | &
= Ports - W
= Add/Remove Chassis/Card/Part q || Tvee [ State Mame: ChassisfCard Part ic
2 ~ (@ 10.200.135.202 ' ixes 6.50.0.213 eb, protecol 7.10.0.881 1 ¥ @ 10GE LAM - 001
|:||.| 2w ~ ER Card 01 8 PORT 10GE LSM XMB 2 @ 10GE LAM - 002
. 1 @ Port 01 LAN/WAN XFP o
=g Scenario J @Fort 02 LAN/WAN XFP 5 - I
@Port 03 LAN/WAN XFP | =t
= () Poris LEN/WAN XFP
Chassis WFPort 05 LAN/WAN XFP I
w7 Port 06 LAN/WAN XFP In
- €D Protocols Fort 07 LAN/WAN XFP
+ £R Protocol Interfaces 4 J @Port 08 LAN/WAN XFP
b 6D OpenFlow v EF Card 02 12 PORT 10/100/1000 XM512
+ €D Static
In the Protocols Window, select OpenFlow checkbox to enable the OpenFlow.
Protocols
olli Overview € o G @ oo
egs . RoutingSwitching | MPLS | Multicast | Carrier Ethernet | Access |Authenticatmn | Data Center Bridging | Wireless |
cenario
Port Description ot:ar Link | ARP ‘ FING | BFD | BGPBGP+ | EIGRP ‘ IS5 L2003 ‘ LACP | LISP @ OSPF ‘ OSPFv3 RIF | RIPng TP
€
D 1 @ F C. L L E [ F e [ F *
iy Chassis 2 @ 2 r r r r r r r Ird r r r r r
3 Protocols
¥ ¢1 Protocal Interfaces
» 13 OpenFlow
» B Static

Create 5 protocol interfaces (to emulate 5 OF Switches). Configure IP addresses of
emulated OF Switches and Gateway address from the Connected Interface tab in the
Protocol Interfaces window. For OF Channel, ensure that ARP is resolved.

all] ©verview

23 Scenario

€ Ports
% Chassis

8 Protocols
5 Protocol Interfaces
's OF_Controller
k2 OF_Switch
b P OpenFlow
b €D Static

€ - {3} D Protocols + §Q Protocol Interfaces

GCnnnected InterfaCESjUncnnnected Interfaces

¥ ARP onLink Up W Send Single ARP per Gateway

EE oF switch

¥ M5 on Link Up

] GRE Tunnels ] Discovered Meighhars

¥ Send Single NS per Gateway

Interface Description | Enakble ( o DIZV: _A;:sr:rsfed Py \ Ipvﬁ\ﬁﬂ?k ( Gateway \
1 Connected - Pratocollnt v 0002 24 50.001
2 Connected - Pratocollnt Ird a0.0.0.3 24 50.0.01
3 Connected - Pratocollnt Ird a0.0.0.4 24 a0.0.01
4 Connected - Pratocollnt Ird a00.05 24 50.0.01
3 Connected - Pratocollnt Ird a0.0.06 24 | N 50001 S

Define the port role by selecting the role as Control from the Port Role list in the Ports tab

in the OpenFlow

window.
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Test Case: OpenFlow Controller Scalability Test

5. Define Number of Devices as 5 in the Ports tab.

€ . {3} €D Protocols » €3 OpenFlow
Diagram Devices I Interfaces I OFChannels I Flow Ranges I Actions I Controller Ta

B -
Port PrutocolState( Nurmber of Devices Y'”’"Eﬁ;g;i;{:mc /_ Port Role \
~ 9 Ports [ 1

Cantral
g Chassis 2 Control
rerrrrrrr————

~ 3 Protocols
~ B Protocol Interfaces

§¢ OF _Controller

B OF Switch
- OpenFlow

olll overview

=8 Scenario

v [§ OF Switch
b 5 Static

6. Click the Devices tab. Modify the Device Role to Switch. Also, select Enable Version
1.0.0 checkbox.

["] o ) % ﬂ €D Protocols » £ OpenFlow EE OF switch
ally overview -

ngcenaric: Interfaces | OF Channels | Flow Ranges | Actions | Cantr

Maote : Contents of the certificate and private key files are zaved along with s ebworlk o
© ports

; ™

i Chassis Ensble | Descrigtion g Device Roke Enable Version 1.0.0 |
@ Protocols 12 ™ gev!ce-; EW:DE ™2
~ P Protocol Interfaces i ghisee e V
[ OF Controller 3 W  Device-3 Sweitch ™l
= 4 [*  Device-d Suvitch [

2 OF switch : :

5 W  Device-s Switch | [

[ ]

o Traffic
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Test Case: OpenFlow Controller Scalability Test

7. Click the Interfaces tab. Assign the Protocol Interfaces that you created in the Protocol
Interface window. This interface is used for the control-plane (OF Channel). Configure
Number of Channels as 1. Leave all other parameters as default.

olli overview

&8 Scenario

- @ Ports
&% Chassis

- EB Protocols
~ B Protocal Interfaces
2 OF Controller
2 OF Switch
~ €3 OpenFlow

»_KE OF Controller
" H OF Switch
» ¥ Static

= Traffic

€ . {3} 6B Protocols

Devices OF Channels | Flow Ranges |Actinns | Controller Tahles | Cantroller

A OpenFlow + [ OF Switch

To change number of Interfaces, select 'Devices' tab, and enter number in Mumber of Interfaces' field

Device Description - Enahble Protocaol Interface Nugurl::rrmoeflsoﬁ Pz’lﬁﬂc
1 [  Connected - Protocolinterface - 100:02 - 4 11
2 [  Connected - Protocolinterface - 100:02 - 5 11 #
3 [¥  Connected - Protocolinterface - 100:02 - 6 11
4 W  Connected - Protocolinterface - 100:02 - 7 11 W
5 kp [ Connected - Protocaoliterface - 10002 -8 y ~

8. Click OF Channels tab. Enter the IP address of OpenFlow Controller for Remote IP and
select the Enable checkbox. Also change switch name in the Description column.

ally overview

=5 Scenario

£ Ports
% Chassis

B Protocols
b E3 Protocol Interfaces
~ 3 OpenFlow

2 EE OF_Controller

(g § OF_Switch
b Static

=0 Traffic
1 Impairments
I QuickTests

+h Captures

PN 915-2635-01 Rev C

% 3} B Protacals

£ OpenFlow e OF switch

Devices | Interfaces Flow Ranges | Actions | [

Interface

Enakle Local IP

Descriptiony

éemnteh

|| ko] —

EUEAIER R

Ir'-r.l Controller I:HISwitch Ir'r
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10.

11.

Test Case: OpenFlow Controller Scalability Test

In the OF Channels — Switch tab, change Number of Table Ranges to 4 and leave all
parameter as default. However, if it is required to test OF Controller with different
capabilities, datapath ID, supported actions, and so on, then those parameters can be
changed from this tab.

Devices | Interfaces Flow Ranges | Actions | Controller Tahles | Controller Tahle Flow Ranges | Instruction | Instruction Actions | Switch Ports | Switch Tahles | Switch Packetin Ranges | Swi

Datapath |Datapath Manufacturer | Hardware Software Datapath  |Max. Packet Mumber of Par]
Description |§ S En Capahilties Supported Actions Bosorintion | Descriion | Dosortion | 55713 Humosr DESEE || Do Store Flows s
OF Channel-1 11 Flow: Statistics, Table Statistics Port v JOutput Set VLAN ID Set WLAM Priarity — [xia Ixia-001 ExMetwork-001  IXI2-2012-001 [xiacom-001 128 [ 1
| OF Channel-1 11 Floww Statistics, Table Statistics Port Output,Set VLAN ID Set WLAN Priority [ Ixia-001 LxMetvwork-001  [X4-2012-001  [xiacom-001 128 M 1
i OF Channgl-1 11 Flovwe Statistics Table Statistios Port  Output et WLAN ID Set VLAN Priorty  I<ia Ixia-001 LeMetwork-001  [X14-2012-001 Ixiacom-001 128 ~ 1
OF Channsl-1 11 Florwy Statistics Table Statistics Port Output Set VLAN ID Set WLAN Priority  Ixia Ixia-001 IxMatwork-001  [XI2A-2012-001 Iziacom-001 128 ~ 1
i OF Channel-1 11 Flow Statistics, Table Statistics Port  Output Set VLAN ID Set WLAN Priority — [xia Ixia-001 LeMetwork-001  1XI12-2012-001  [xiacom-001 128 ~ 1

4 l
OF Channels , Controller w

Click Switch Ports tab, and enable the port range. Change Number of ports to 24,
Ethernet Address for each switch. Other parameters, such as port state, configuration,
supported/advertised features, and so on, can be changed from this section.

Note: Configure Range or Split window can be used to define start/step value to create
unigueness

Devices | Interfaces | OF Channels | Flow Ranges | Actions | Caontraller Tables | Caontraller Table Flow Ranges | Instruction | Instruction Actions Switch Tables | Switch Packetin Ranges | Switch PortQueue

OF Channel |Enable N”;"Qf; M canfigure Range [Port Mumberf Ethernet AdcressY Port Nams‘ Confly State Fc:g{jgs Ag;‘;ﬁ'f;" S:;;i,:‘:: Start Walue| Step Value Rgfj:‘: \é‘m
1 [ 24 1 | 000000000001 || Ee-0T JPort DownNo STP Mo Re  Link Down STP Listen,STP  Copper medi  Coppermed  Copper medi 1 He-0dl 1 1 2
z [ 24 1 |000001000001 | Be-00T  Port DownNo STPMoRe  LinkDown STPListen,STP  Capper medi Coppermed  Copper medi [2 iie-00t 1 1 24
B [ 24 1 |oo0002000001 | ie-001 Pori DewnNoSTPMoRe  Link Down STPListenSTP  Copper medi Copoermed  Copper medi |3 ide001 1 1 24
B [ 24 1 |onooozononi | ixa-0ot PortDownNoSTPMoRe  LinkDownSTPListenSTP  Coppermedi Chopespe (s wedt [ bde001 1 1 24
5 i 24 ) 1 \go 00 04 00 00 01 J ixia-001 Port DownNaSTPNoRe  Link Down,STP Listen, TP Copper medi CopWindow < opper medi |5 bde001 1 1 24

In the Switch Tables tab, make following changes:

Table ID — Define unique table IDs for each switch

Table Name (optional) — Give meaningful name

e Max Entries — Desired number of flows that each table can hold

e Wild Card Supported — Enable/Disable checkbox for any field that requires wildcard
support. For example, if you disable wildcard support for VLAN ID and if switch receives
any flow that contains wildcard for VLAN ID field, then it does not install the flow in that
table

The following example (below snapshot) shows that each switch has 4 tables. All 5 switches
have same tables.
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It is defined as:
Table 1 — Emergency, Switch uses these flows if the OF channel connection to the
controller gets reset or lost
Table 2 — Table with no wildcard support, it means this table does not accept any flows
that have wildcard character in it.
Table 3 — Table with no wildcard support for VLAN priority, this table does not accept
any flows that has wildcard set for VLAN priority field
Table 4 — Table with all wildcard, this table accepts any flows that has wildcard or no
wildcard

A

{3 6D Protocals

9 OpenFlow

Test Case: OpenFlow Controller Scalability Test

E OF_Switch

Devices | Interfaces | OF Channels | Flow Ranges | Actions | Gontroller Tables | Gontroller Table Flow Ranges | Instruction | Instruction Actions | Switeh Ports (Switch Tables

Mumber of

OF Channel (7 o0 Configure Range ¢ Table ld Takle Mame | Max Entries ‘ Wildcarcs Supported \‘

1 254 Emergency 100 Switch input port YLAN D Ethernet 5
2 1 o Table_noildcard 500 Select WildCarded Fields

3 1 1 Table_novLAMNpriorty S00 Switch input port WLAN 1D Ethernet s
4 1 2 TableslEnabled 500 Switch input port WLAN 1D Ethernet s
S 254 Emergency 100 Sywitch input part YLAM D Ethernet =
6 1 a Tahle_noMldcard 500 Select WildCarded Fields

7 1 1 Table_noWLANpriorty 500 Switch input port YLAN D Ethernet 5
i 1 2 TableAlEnabled 500 Switch input port YLAN D Ethernet 5
9 254 Emergency 100 Switch input port WLAN 1D Ethernet s
10 1 o Tahle_nowildcard S00 Select WildCarded Fislds

11 1 1 Table_novLaAMNpriorty 500 Switch input port WLAN 1D Ethernet s
12 1 2 TahleAllEnabled 500 Switch input port YLAN D Ethernet =
13 254 Emergency 100 Switch input port %¥LAN ID Ethernet =
14 1 o Table_noldcard 500 Select WildCarded Fields

15 1 1 Table_novLAMNpriorty S00 Switch input port WLAN 1D Ethernet s
16 1 2 TablesIEnabled S00 Switch input port WLAN 1D Ethernet s
17 254 Emergency 100 Switch input port WLAN 1D Ethernet s
15 1 a Tahle_noMldcard 500 Select WildCarded Fields

19 1 1 Table_noWLANpriority 500 Switch input port YLAN D Ethernet =
20 1 1 - 2 TableA|Enabled 00 Switch input part YLAN ID Pthernet s/)

Note: Use Copy/Paste functionality to create same table on each switch.

Select the table > Right click > Copy

OF Channel Nu.rn;zisﬂf Configure Range | Takle Id Tahle Mame e Ertties Wildcards Suppaorted
254 Emergency a0 Swyitch input port, WLAR 1D Ethernet =
1 0 Takle_nowildcard 500 Doodoond A Tlel o sl sl i Ll -
- s L [ety (ZEE[ 4 4
1 1 Table_no'LARpriority =00 =
1 2 TakleAlEnsbled 500 2 Delete Del
254 Etmergency 100
1 ] Table_nowildcard 500 Facte ]
1 1 Table_nowLAMpricrity 500 o
1 2 TablelEnabled 200 = Increment
254 Emergency a0 = Increment By,
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For paste, select the table

> Right click > Paste

OF Channel NUTH;ET;SDf Configure Range | Table Id Tahle Mame Wax Entries Wildcards Suppaorted
254 Emergency 100 Switch ingput port,WLAN 1D Ethernet s
1 ] Table_na\Mildcard 500 Select WildCarded Fields
1 1 Table_novLANpriority 500 Sweitch input port YLAN ID Ethernet s
1 2 TableAlEnabled 500 Switch input port,WLAN 1D Ethernet =
254 Emergency 100 Switch input port VLAN ID Ethernet =
1 1} Table_nowildcard 500 SElo ot R o nte et Pl —=
1 1 Table_novLaNpriorty s00 Swetchi  ew Gl
1 2 TableA|Enabled S00 Switch i palete Del
254 Emergency 100 Swyitch i Copy Chrlr
1 1] Tahle_noWildcard 500 S
1 1 Table_no'vLANpriority 500 Swyitch i
1 2 TahleAlEnabled 500 Swyitch i Increment
254 Emergency 100 Sweitch i Increment By, .
12. Start OpenFlow protocol.
ey @ } Start OpenFlow
o
e "EJ W Stop OpenFlow
Frotocols snFlow  Traffic dd Grid
- ons *+  Group 1D Protocols - Operations »
ctions Build Selected Grid
Protocols + €8 OpenFlow £ OF_Switch
olly overview - @ & Ope I or
i i OF Channels | i
B@ Scenario Devices | Interfaces Flow Ranges | Actions I Controller Tables I Co
- O Ports Interface ‘ Enakile Description Local IP ‘ Remate [P ‘ Enakle Hello Elemert |
o Chassis 1 S 50001 r
2 W Sn2 50.00.1 r
~ FB Protocols 3 ¥ sw3 50.0.0.1 r
3 it Protocol Interfaces 4 I3 Siid I_! 20,0041 r
+ P OperFlow 5 ¥ =ws 50.0.0.1 r
Switch Learned I|

13. Enable OpenFlow Switch Aggregated Statistics view.

£ ﬁ Protacols - () OpenFlow Select Yiews (Yiew Set: Overview Statistics)
| ) Create New View Set | Show: | Overview Statistics - 4jficustom View Wizard |
Devices | Interfaces  OF Channel v
Interface Enzble | Desci =14 = \ﬁ?ws (Total: &)
- = = |#] | Defaults (Total: )
> E o - |[#] | Ports (Total: 4)
3
3 v s | ) port cou statistics
4 I s | [ port Statistics
5 F  Sws
[ [l Tx-Rox Frame Rate Statistics
(| () clobal Protocol Statistics
= |#] | Protocols (Total: 2)
-l |#] [ Bridging-Routing (Total: 2)
= [#] [ OPENFLOW (Total: 2)
| @ [[CSelectViews.. ) PortCPU S (| [ openfiow controller Aggregated Statistics
Stat Mame |Po Cﬂ @ OpenFlow Switch Aggregated Statistics )
b1 10.200,135,202/Card0l/Portds OF - (%] [ BFD(Total: 1) i
2 |10.200,135,202/Card01{Port 06 OF
( K |} Cancel | Apply
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14. Click the pre-defined filter tabs at the bottom of the window to observe statistics like
Sessions, Flow, and Error.

Sessions:
| @ | sSelectViews.. | Port CPU Statistics Port Statistics Global Protocol Statistics C OpenFlow Switch Aggregated staﬁsﬁuD
Skak Marne |Port Marne | OF Channel Configured |OF Channel Configured Up |OF Channel Flap Count |
1 |10.200,135,202/CardD] jPortS OF _contraller 0 0 0

» 2 |10.200.135.202/Card0t Portos [ OF_Swikch] ( 5 g D

F\IIHandshake Flow | Skat | Config | PacketIM | Error | Vendor | 3

Flow:

@ || SelectViews.. | Port CPU Statistics Port Statistics Global Protocol Statistics C OpenFlow Switch Aggregated Sl]!l:isﬁls)

Skak Mame |P0rt Marne flglc-w Adds Rx h=low Mods R |Flow Dels R |Flow Removes Tx

1 |10.200.135.202/Card01 /Pork0S OF_controIIer§ 1] 0 0
ko2 IU.2DD.135.202,I'Carle,I'PDrtDGI OF_SL"\'iL‘Ché u] 1] ]

Al | Session HandshakeStat Config | PacketIM | Error | Wendor | G
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Error:
L Select Views... Port CPU Statistics Port Statistics Global Protocol Statistics ( OpenFlow Switch Aggregated Slaﬁs‘l'ir_s>
Skat Mare |P0rt Marne | Errors Tx Hella Errors Tx  |Request Errors Tix |Acti0n Errors Tx |Flow Mad Errars Tx |P0rt Mod Errars T [Queue Op Errors Tix
1 |10,200,135,202{Card01 /Port0S  OF _controller 1] 1} o 0 o a a
b2 |10.200.135.202/Card0l jPort0s | OF_Switch o 1} a 0 o o o

all | Session | Handshake | Flow | Stat | Config | PacketIn Wendor | G

15. Expand OpenFlow Switch view and select Switch Learned Information.

Note: If your view is in summary mode (which is default), you can select OpenFlow protocol
and right click then select Expand Two Levels option

&‘.‘. Static  Enahblz all

Dizable &ll
o Traffic =

I Imipairmms Expand Two Level

Expand All

16. In the Switch Learned Information tab, click Refresh OF Channels button.
This action generates Feature Reply message to the controller. This message displays
useful information like, number of OF Channels, number of tables, capabilities,
supported actions, and number of errors.

Ty £ A6 > A
@& & & (=) & =,
Protocols OpenFlaw anerlnw Traffic frash OF | On Demand ~ _ Add

- - ctions + Group ID | Channels | Messages = Protocols »

Actions Build

€ ﬁ Pratocols @ OpenFlow + [ OF_Switch Running Switch Learned Information

olli overview
5 _ Leamed Info Records
g Scenario IVDFChanneI.S, Flow : 703 ‘
+ 3 Poris
.;li (Chassis OF Channel Learned Info | Flow Learned Info |
s Refresh Leamed Info for
Device [al =] Interface [ =l
+ € Protocol Interfaces
~ B Openflow Data Local Port | Remote Port e Buffer | Mumber Actions . Mumber of Errors]
+ [ OF_Switch Running Local P \Remote P oy | DetaPathiD(Hex) 7y e | umbsr ey S Size  |of Tables| “PHIES [ o noneq [SESSONTYRE| ol ey
» 5, Devices 1 S0002 50001 1 Dx0000DODDOODO0DO1 50252 6533 Feature Reply Sert 1,000 4 O«0D0000EF  DxODOOCFFF - Configured ]
E) Switch Learned Informatigl |2 50003 50001 1 DxO0OODOODOODOOOO1 50253 6533 FeatureReply Sert 1,000 4 0:000000EF  OxDODOOFFF  Configured o
» §§ OF controller Running 3 S0004 50004 1 DxD0O0DOODOODOOOO1 50,254 6533 FeatureReply Sent 1,000 4 0:000000EF OxDOOOOFFF  Configured 0
» FP Static 4 50005 50001 1 Ox00ODDDDOOOODOOD! 60255 B33 FestureReplySert 1000 [ 4 ] OxODDODDEF  0x00OOOFFF  Configured 0
AT B S0O05 50004 1 Do0000DOODOODOOOO1 50255 6533 Feature Reply Sert 1,000 q Ox0D000CEF  OxODOOOFFF  Configured o
raiic
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17. Click Flow Learned Info tab, and then click Refresh Flows button. It displays flows that
were pushed by the controller. It also displays information about the Match field.

] %
Protocols  OpenFlow low  Traffic Add
- - Protocols ~

ns + Group 1D

Actions Build
Nl £ () Protocols » € OpenFlow + [ OF_Switch Running » [2) Switch Leamed Information
5 Leatred Info Records :
=g Scenario ’VEIF Channel: 5, Flow : 708 |
~ ) Ports

ot Chassis OF Channel Learned Info (Flow Learned Info

L Protocols Refresh Leamed Info for 1
» @ Protocol Itarfacss Device [T~ | 'ri=itace] =lor [ j‘
+ €D Openflow
] — Remete | Data Ethernat | Ethernet VAN | Pk | Pw Transport Transport
= L] R ) B ||| EREREEH) || DR || EERRSEE | g ‘ Type | UMD | priority | Source | Destinetion pm“puwx Peser Suume/\crw Type DesimdmprmCMP | LD ‘ iy
1 50001 1  0x000000D0DOOO000 1 000005000062 DD.00.0E00.0062 GxI00 401 2 B - - - . - 1 0
+ B O_eomroller Aurning B 50004 1 GEI00 a0 2 o o o ° o o 1 0
» @ Static B 50001 1 1 41 000041 0xB100 400 2 - - - . : - 1 0
+ 50004 1 1 0E100 40 2 . . . . . . 1 0
¢ Traffic 5 50004 1 1 1e le xB10D 401 2 . - . . . . 1 0
B 50001 1 1 47 000047 0xB100 400 2 - - - . : . 1 0
7 Impaiments 7 50004 1 1 43 43 DE100 i 2 . . . . : . 1 0
B 50001 1 1 4o 0xE100 4t 2 . - - . . . 1 0
| QuickTests 5 50001 1  0x000000000000000 1 000005000003 000005000003 0xB100 400 2 - - - . . - 1 0
N 10 |s0001 1 1 1 f 0EI00 40 2 5 5 5 o o 8 1 0
» # Captures 1 |s0o0a 1 1 - i 7 o0 am 2 & L I . . 1 0
12 |50004 1 0:000000000000000 1 000005000020 000005000020 OcE100 401 2 . . T . . 1 0
13 |s0001 1 1 o100 Ao 2 . - . . . . 1 0
1a__ |s0001 1 1 o100 4o 2 - - - . : . 1 0
“ I

18. To see list of ACTIONS associated to the flow, reduce the left window pane size, select the
desired flow, and observe actions in the split window.

Leamed Info Records
’VUFEhannE\ 5, Flow: 708 ‘

OF Channel Leatned Info (Flow Learned Info

"Helresh Leamned Infa for:

Device [4] | Intertace|

Data Path ID (Hex) | In Port | Ethernet Source Flowy Index Action Type Output Port Max Byte Length | Queue IO ‘
i 1 0 1 Set VLAN D HA A, A,
H S0.001 1 (x00D00DDOODOODO0. 1 000005000059 UO.0D.0B000059 Oxe100 401 1 Output 2z 0 [
5 /50001 1 0x000000000000000 1 OO:00:05.00:00:41 00.00:0800:0041 03100 401
=/ 47 50001 1 0x000000000000000 1 00:00:05:00:00:50  00:00:08:00:00:50  0x8100 4m
= =, 1 0x000000000O0000O0 1 00:00:05:00:00:1c 00:00:06:00:00:1e Ox3100 4 /
3 Select 1 0x000000000000000 1 00:00:05:00:00:47  00:00:06:00:00:47  0x8100 4m
7 Flow, 1 0x0000000DOOODODO. 1 DO:0C:05.00:0043 OO000E00:0043 OxE100  4m1 Actions
[ 1 0xD00D0OODOO00O0D 1 D0:00:0500:004a 000005000045 Ox6100 401 associated
9 50001 1 (x000000000000000 1 00:00:05.00:00.03 00:00:080000:03 Ox8100 401 to the flow
10 50001 1 0x000000000000000 1 DO:OO:OS:0000:2Y DO:OGROBDDD0:ZY  OxB1ASmii
11 50001 1 0x000000000000000 1 00:00:05:00:00:3e  00:00:08:00:00:3 Ol | D_rag d
12 50001 1 (0x000000000000000 1 00:00:05.00:00:20 00:00:06:00:00:20 0xe| Windowto
13 50001 1 0x000000000000000 1 00:00:05:00:00:0a 00:00:08:00:00:0a  OxE'| the laft
14 50004 1 (x000000000000000 1 00:0D:05.00:0063 00:00:05:00:00:63 01007 '
T‘ [ |
Learned Flows
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19. Use the Device filter to see learned flow information for a particular device.

Learned Info Records -
’7EIF Channel : 5, Flow : 708

OF Channel Learned Infa  Flow Learned Info |

Refresh Learmed Info faor: BN
Device [ Sw?2 j}\terfacel,&,ll j oF I vl
=

o & Path D (Hex) | InPort | Ethernet Source S wLanp | AN »il
.................... L cyra Destination Priorit
1 ca 0000000000000 1 000005 0000 62 | 00000600 0062 . Mxal 00 401 Z
2 i 00000Dooooonn . 1 O0:00:05.00:00:59 O0.00:06:00:00.59 . Oxa100 | 401 2
3 500041 1 0x000000000000000 4 OOOC:0500:00:41 000G0B00:0041 Ox8100 40 2
4 500041 1 0x00000000OOOOOOO 1 O0O0O500:00:50 O0OCOSO000S0. Gedton 401 2
5 s00041 1 0x000000000000000 1 OO00:0S00:001e OOO00RO00001e Ox8100 401 2
B s00041 1 0x000000000000000 4 OO:00:0500:00:47 00000000047 08100 401 2
7 500041 1 0x000000000000000 4 OO:00:0500:00:43 00000000043 08100 401 2
) 500041 1 0x000000000000000 4 OO:00:0500:00:4a 00000S00:004a 08100 401 2
) 500041 1 0x000000000000000 1 OOO0:O500:00:03 00OC0S00:0003 Owsto0 401 2
10 s0001 1 0x000000000000OOO 1 00000500002 00000600002 Ox&100 401 2
1 s00041 1 0x000000000000000 4 OO00:0500:00:3e 00000S00:003e 08100 401 2
12 500041 1 0x000000000000000 4 OO:00:0500:00:20 00000000020 08100 400 2
13 500041 1 0x000000000000000 4 OO000:0500:00:0s 00000B00:000s 08100 401 2
14 500041 1 0x000000000000000 1 OOOC:0500:00:63 00000000063 0100 404 2 e
1 | 3
v_learned Flows .j

Conclusions

This test case validates OpenFlow Controller’s functionality and scalability by establishing
multiple OpenFlow channels (TCP or secure TLS) with the emulated switches. Also, it can
push thousands of flows with various match/actions and validate its accuracy from the
learned information. In addition to that from the switch, you can generate other messages,
such as Packet_in, port status message, and various error messages like flow_table_full,
bad stat requests to ensure controller can handle these in coming message appropriately.

Variables
Use the following variables to test controller’s scalability:

e Add large number of OpenFlow switches with different set of capabilities, configuration,
and supported features/actions

o Generate various packet_in profiles and generate packet_in messages to the controller
to validate the responsiveness of the controller

PN 915-2635-01 Rev C June 2014 73






Test Case: Packet_out Rate Calculation

Test case: Packet_out Rate Calculation

Overview

In the event, if OpenFlow switch receives any packets that do not have matching flow entry in its
table, then it normally consults OpenFlow controller by generating packet_in message to the
controller and let controller make the decision. Therefore, it is very important to test controller’s
responsiveness and make sure it learns and builds correct flow table for each switch as per the
configured policy.

If the controller is not able to handle incoming packet_in message in timely manner, then it
causes packet drops, higher latency, and network disruption.
Objective

This test case measures controller’s responsiveness and accuracy of packet_in handling. Using
packet in range you can generate various types of packet_in messages and measure the
packet_out/flow_mod response time.

Setup

OpenfFlow Controller

A
3 DUT
3 & BN
o- 80 SN
3 . Y . %
Pl ' b )
’ ’ . \ .
’ ' Y .
¢ I} ' . “
’ ’ ] Y A
oY ’ e ' &
¢ ' ' ) A
¢ ’ ' . s
’ ' [ ' .
i g ' ‘ .
¢ ’ ] \ .
N ¢ ¢ ' ) v
’, ’ — )
S 2 £l ) "%,
¢ ‘g o, ' O .
oﬂ ¢ St S : . % )
P I} e s % . ')e’
2 ¢ &, o' e A 4
' ' .
Ixia Port(s) & ' ' A %%
ke ’ ' ! )
B [ 1 ) b B¢
’
Emulated A p : v .
OF Switch K ; . Y
s’ -
¢ ' . LS
Lixia ! Lixiad tixia! Rixias Aixiad
IXIA IXIA IXIA IXIA IXIA
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Step-by-Step Instructions

The following steps describe the procedure for performing the test.

1. Reserve 1 Ixia port for OpenFlow switch emulation.

e At

1A Cme B b Musicle TeafE
Ix“N Port Selection [0}
| Chassis 2P Add Chassis Heo  Morew | |Allpors ~ Ports in configuration S5 Add Offiine Ports Allports ~ ||
ChassisfCard/Port Type C State TMame Chassis/Card/Port
~ (@ 10.200.135.202 ixos 6.50.950.4 ea, protocol 7.10.420.11 1 3 @ Ethernet - 001
» B Card 01 8 PORT 10GE LSM XM&
v B Card 02 12 PORT 10/100/1000 ¥M512

Add ports %

Assinmn b

2. Inthe Protocols window, select OpenFlow checkbox to enable OpenFlow on port.
ol Overview £ {3} @ Protocols
i ( Routing/Switching 1MPLS | Multicast | Cartier Ethernet | ACCESS | Authentication | Data Center Bridging | Wireless |
=3 Scenario
Port Description |0'?,3:H Link | &RP ‘ PING | BFD |BGPJE|GP+ EIGRP | 515 L203 | LACP| ISP {* OpenFlow || OSPF
~ O pors 1 ® & T T r r T il 2 T
&% Chassis
ff Ethemet- 001
» é Static [%

3. Click the Connected Interface tab to configure the emulated OpenFlow switch, IP

address, and Gateway address in the Protocol Interfaces window. For OF Channel,
ensure that ARP is resolved.

Protocals Protocol Interf
i Overview € {3} D Protocals + FR Protocol Interfaces
. Connected Interfaces ) Unconnected Interfaces ] GRE Tunnels ] Discovered Neighbors ] Interface Addresses ] |

=5 Scenario
O - ¥ &RPonLink Up ¥ Send Single AR per Gateway W M5 onlink Up ¥ Send Single NS per Gateway [ Filter By Unresalved Interface

ﬁ!ﬁ Chassis ‘ Port Description 'ID_?:k Interface Description | Enakle (mﬂl_z\_f:_'&;ssr:f\i 4P Ipv&ﬂfk Gatevway

1 fopenFlowe Swvitch - 1070001 OF _switch-1 I~ ( 10.200.134 62 24| 1020013480 )y

» [ OpenFlow_switch

» EQ Static
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Test Case: Packet_out Rate Calculation

4. Define the Number of Devices and the port role as control by selecting the role from the
Port Role list on the Ports tab on the OpenFlow window.

Note: Number of Devices option allows creating multiple OpenFlow Switch emulation on
a single physical Ixia port. Make sure, unique protocol interface is created and assigned
to each emulated switch.

ollp Overview

£ i} B Protocals

Diagram ( Ports

£ OpenFlow

Devices | Interfaces

QOFChannels | Flow Ranges |ch1ion5 | Controller Tak

&8 Scenario

Port

Protocal State Numb_er of\ Murnber nflTrafflc (Pm Role
Devices Endpoints

» ) Ports

o, Chassis

» B Protocols
~ FP Protocol Interfaces

Control

__/

5. Click the Devices tab and configure following parameters:
o Device Role as Switch

e Enable version v1.0.0 (v1.3.1 is not currently supported)

e Number of Interfaces as 1

e If secured TLS OF channel connection is desired then specify key file path (Optional)

Protocols » £ OpenFlow
alll Overview < -\ TS
Diagram | Fors Interfaces | OFChannels | Flow Ranges | Actions | Controller Tables | Cantroller Table Flow Ranges | Instructions | Inst
Scenario
Wg Mote : Contents of the certificate and private key files are saved along with [xMetwork configuration file and can be used from another machine.
r &9 Ports o
aﬁ!h Chassis Paort Enshle | Description f | Device Role vef;::'? DHEnabl: ;’?I’SIDH Mumber of Interfaces | Private Key File | Certificate File  |CA Cettificate File
1 W Device-1 > 2 - ( i,
+ B Protocols ATrIIEr 4'/
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6. Click the Interface tab of the OpenFlow window and assign the Protocol Interfaces that
you created in the Protocol Interface window. This interface is used for the control-plane
(OF Channel). Configure Number of Channels as 1

£ . {3} €D Protocols » ¢ OpenFlow

alln overview
Diagram | Paorts | Devices OFChannel: | Flow Ranges | Actions | Controller Tahles | Controller Tahle Flow Ranges
Scenario
Itg To change number of Interfaces, select 'Devices' tab, and enter number in "Mumber of Interfaces' field
» ) Ports
; - Mumber of OF 3 Echo Enable Echo . .
ﬁ!ﬁ Chassis Device Description Enable |Protocol Interface] Channela *er\odlc Echo fr—— Timaout ‘ Timeout Option
1 N_¥F__ OF switch-1 1 4 10 [}
+ FB Protocols

~ B Protocol Interfaces

7. Inthe OF Channels tab specify the controller’s IP address in Remote IP field.

4 ﬁ €3 Protocols + (3 OpenFlow

Diagram | Ports | Devices | Interfaces (OFChannels )| Flow Ranges |ﬂu:ti|:|ns I Cantroller”

Irterface Enabile Description Local IP Remote IP Enable Hello Element
L —

1 OF Channel-1 (1020013460 ) r

."{. Contrallar hSwitch I.-'r

8. Click OF Channels — Switch tab and configure following parameters:
e Number of Port ranges as 1
e Number of Packetln ranges as 2 (This allows you to create different traffic profile)
e Enable Calculate Packetin reply delay checkbox

3 G B Protocols » 1 OpenFlow
Diagram | Parts |Devices | Interfaces (OFChannels Flow Ranges |Actiuns |Cumru\lerTabIes | Controller Table Flow Ranges | Instructions | Instruction Actions | Switch Ports |

Datapsth  [Max. Packet Mumber of Porty  Mumber of — |Mumber of Table Mumber of Packetin Packetin Tx | Inter Packetin Burst Gap [Calculate Packetin) Packetin Reply Timeout
Store Flows
Description | In Bytes Ranges Butfers Ranges Ranges Burst Size (In msec) Reply Delay (In zec)

1 lximcom-001 128 ~ \ 1/ 1,000 2\ 2f 500 1,000 [

10

4

OF Channe i Conlroller K Suitch)
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9. Inthe Switch ports tab, configure Number of Ports as 10.

€ . {3} B Protocols + (0 OpenFlow

Diagram | Ports I Devices | Interfaces | OFChannels | Flow Ranges IActions I Controller Tables I Controller Takle Flow Ranges | Instructions | Instruction Actions (Switch Ports | Switel
N

OF Channel | Enable NurPn:;; at onfigure Range | Port Mumber | Ethernet Address | Port Mame Contig ‘ State ‘ Current Features
1 [ 10 | 1 ooo0ao11 4111 ixia-001  Port Down o STP Mo Receive o Re  Link Down STP Listen STP Learn STP Copper mecium
o —

10. Click Switch Packetln Ranges tab. This tab allows user to create various packetin
traffic profiles. Select Send PacketIn checkbox and clear Enable checkbox.

£ {2} B Protocols + 3 OpenFlow + [ OpenFlow Switch

Devices | Interfaces | QF Channels | Flow Ranges |Actiun5 | Controller Tahles | Controller Tahle Flow Ranges | Instruction | Instruction Actions | Switch Ports | Switch Tahles (Switch Packetin Ranges

Ta change number of Packeting, select ‘0F Channels' tab, and in *Switch’ page enter number in ‘Mumber of Packetln' fistd

OF Channel

Packetin Name

Configure Range [ In Port

Enable Packetin Headsrs ‘(Sand Packetin \ Cionsult Flow Table

Facketin - 0 . 1 Ethernet Il Pvé Custom Icd r
2 T IFacketin-1 . | 2 Etharnet Il Py Custom icd r

11. In the Packetln Headers column, start Packet Editor by clicking the down arrow (right
corner of packetln headers field) as depicted in the following image.

£ {3} B Protocols » €0 OpenFlow » [ OpenFlow_Switch

Devices | Interfaces | OF Channels | Flow Ranges | Actions | Contraller Tables | Controller Table Flow Ranges | Instruction | Instruction Actions | Switch Ports | Switch Tables (Switch Packetin Ranges

To change number of Packetlng, select 'OF Channels' tab, and in 'Switch’ page enter number in Number of Packetin’ field

OF Channel

Enahls

Packetin Name

Configure Range

In Part Packetin Headers Send Packetin | Consult Flovy Table

1 [ Packetin- 0 e 1 [Ethernet 1Pva Custom I r
T Packetin-1 2 Ethernet ILIPv4 Custom ~ r

W

The following image shows sample packet_In packet for IP traffic.
B X £ & MR Field Lockup: | - o to Stack Diagram B

arme Valuz -

v EF g
v [ Ethernet 1T
~ B3 Ethernet Header

== [estination MAC Address 00:00:00:00:00:02 -
== Source MAC Address 00:00:00:00:00:01 v
== Fthernet-Type AT 00500

=

v B3 IP Header

== Yersion 4 ¥
== Header Length <AUTO=5

» B2 1P Priority 05 -
== Total Length {ockets) CAUTO> 28
== Identification ] v

» B2 Flags
== Fragrment offset % i] -
== TTL {Time ko live) &4 -
== Protocal <AUTO= 61
== Header checksum <AUTO 00000
== Spurce Address 1.1.1.1 M
== Destination Address 2.2.2.2 v

v B IF options

v B Mext option u
e Hew Wiew | F] <k <] B e [l Packet1afi | Frame | Offset:0 | Length @ 46 Bykeds)
oK Cancel
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You can use the following options to create different

packet types

ixN Packet Editor M= £

B L W@ Fedod B-

Mame
v HE Frame
~ [ Ethernet IT
+ B Ethernet Header
== [eskination MAC Address
== Spurce MAC Address
== Fthernet-Type

Appendinsert
option can be used
to add protocols

Use dropdown
menu touse
incrementlist

Walue
length: 46

00:00:00:00:00:02
00:00;00;00:00:01 b
CAUTO > 00800

B R B % e

: v E Append Last
M=
2 Import From File

2, Export To File

Er Insert Before

& Remave
@ Replace

?g’," Expand Children
?g? Collapse Children

== Header checksum
== Source Address

I DM

== [estination Address
v B IF options
v B Mexk oplion

wio] Hese Wiew | J1 < 4 [ Mp [l Packet1ofi

12. Start OpenFlow protocol

ﬁ Home Automation Results [ Reports Views Configuration

4 -
<AUTO= 5

TOS ¥
<AUTO = 28

i} -
i} -
64 >
<AUTO= 61

<AUTO= 0x0000

1.1.1.1 >
2222 b

(a0 to Stack Diagram @

w

| IPw4 | Offset: 112 | Length : 20 Bytefs)

a4 Cancel

@ } Start OpenFlow j
J ‘{Lr‘ W Stop OpenFlow

i

Protocols \OpenFlow JOpenFow F A Grid
- Pe - .‘f:tions - G%{?Fﬂ% Pro?o:als - Operations »
Actions Build Selected Grid
i Protocols OpenFlow = OpenFlow_Switch Running
ollp overview - @ &
n@ Scenario Devices I Interfaces | COF Channels I Flow Ranges I Actions I Contraller Tahles | Contraller Takle Flow Range:
To change number of Packetlng, select '0F Channels' tab, and in "Switch' page enter number in "Mumber of Packetin' field
~ 9 ports
ﬁ!h Chassis OF Channel | Enable | Packetin Mame | Configure Range In Part Packetin Header= Send Packetin
B @ |:.r,[‘.|m,:l-_,l>S 1 ] Packetin - 0 | 1 hernet ILIPvad Custom I
- @ ool It oes 2 I Packetin - 1 | 2 Ethernet I|IPw4 Custom I
EE OpenFlow_Switch
~ €D OpenFlow
+ [ openFlow_Switch
b b Devices
Switch Learned Ii
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Test Case: Packet_out Rate Calculation

13. Select the OpenFlow Switch Aggregated Statistics checkbox to view the stats.

Ta change number of Packetlng, select '0F Channels' tab, and in "Switch' page enter number in ‘Mumber of Packetin' field

XN Select Yiews {¥iew Set: Dverview Statistics)
OF Channel | Enable | Pa ™
- e | ) Create New View Set | Show: | Overview Statistics ~| 1% | KliCustom View Wizard (Z§Test Resuits Picker | gy G | o © |
A -
2 [~ Pac

-l |#] [ Vviews (Total: 6) B
= [#] | Defaults (Total: &)
-l |#] [ Ports (Total: 4)
b [ port cou statistics
b (] port statistics
[ il 7Rx Frame Rate Statistics

@ ] Port CP (x| [ slobal erotocol statistics

Stat Mame =l |#] | Protocols (Total: 2)

b1 |10.200.135.202/Card02/Port 1z |#] | Bridging-Routing (Total: 2)
= [7] | OPENFLOW (Total: 2)

L OpenFlow Controller Aggregated Statistics

x| [ OpenFlow Switch Agaregated Statistics )
W 123 Test Summary Statistics
&, Flow Group View
o Flow View
o Ports
W Subscribers View
&, Channels View
W FOOE fteration
o Unicast fteration
W Multicast Feration
o Port View
E, Frotocols Summarny

- P -

CK I Cancel

) [ [ e o] (3] [3¢] [¢] ) e 3¢ 3¢

14. Make sure OF channel is UP.

@ “ Select Views... ] Port CPL Statistics Port Statistics Global Protocol Statistics CDpenFlmv Switch Aggregated Statisti )

Skat Mame |P0rt ame | OF Channel Configured  |OF Channel Configured Up |OF Channel Flap Count |
b1 10.200.135.202/Card0z/Port12 OpenFlow_Switch 1 @ 0

F\IIHandshakﬂ Flow | Stat | Config | PacketIM | Error | Wendor | G
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Test Case: Packet_out Rate Calculation

15. Click the Switch Packetln Ranges tab, and select the Enable checkbox. This generates
packet_in message to the controller and monitor the stats.

Note: You can use this enable checkbox while protocol is in Running state. This allows
user to generate on-demand packet_in message while protocol is running.

< ﬁ R Protocols » € OpenFlow + §E OpenFlow_Switch Running
Devices | Interfaces | OF Channels | Flow Ranges | Actions | Controller Tables | Contraller Table Flow Ranges | Instruction | Instru

Ta change nuriber of Packeting, select '0F Channels' tab, and in 'Switch' page enter nurber in ‘Mumber of Packetn' field

OF Channel ffl;nablg\‘ Packetin hame | Configure Range In Port Packetin Headers Send Packetin Consult Flowy Takle
1 [ |Packetin -0 1 Ethernet Il IPv4 Custam Ird r
2 [ APacketin -1 2 Ethernet ILIPv4 Custom Ird r
—
W Select Views... Port CPU Statistics Port Statistics Global Protocol Statistics  (( OpenFlow Switch Aggregated Statistics )
Stat Mame Port Mame yﬁ;cket Ins Ti |Packet Outs F-EN
b1 10,200,138, 202/ Card0z/Port12 OpenFIow_Switch\ H | iy

Al | Session | Handshake | Flow | Stat | Config Error | Yendor | G

PN 915-2635-01 Rev C June 2014 82



Test Case: Packet_out Rate Calculation

As an alternative, you can also use Switch Packetin Options button in the ribbon to
start/stop or pause packet_in message

—— ——

} Start OpenFlow
? W Stop OpenFlow

Protocols OpenFlow  OpenFlow cketin Adh Grid
. pe- - .‘ﬁ:ﬁons - G;I;'ESHICD Options % Prgtocols ~ E3-|:|e|"1:‘|:i<}nsv
Actions Send Start iid Selected Grid
] Send Stop OpenFlow = OpenFlow_Switch Running
oll overview < : i
Send Pause
Kg Scanario Drevis s Channels I Flow Ranges I Actions | Contraller Tables | Controller Table Flow Ranges I Instruction I Inst
To change number of Packetins, select '0OF Channels' tab, and in 'Switch' page enter number in 'Number of Packetin' field
~ 9 Ports
ﬁ!n Chassis OF Channel | Enable | Packetin Mame | Canfigure Range In Part Packetin Headers Send Packetin | Consult Flow Table
~ P Protocols 1 ¥ Packetin-0 1 Ethernet ILIPv4 Custom I3 r
+ € Protocol Interfaces 2 [ I#__JPacketin-1 | 2 Ethernet ILIPv4.Custom 2 I
[# OpenFlow_switch
- @ OpenFlow
- E OpenFlow_Switch
v &b Devices
B4 Switch Learned |

16. From the protocol tree, expand OpenFlow view and click Switch Learned Information.
Then click Refresh OF channel button in the ribbon. This action displays OF channel
information and most importantly, it displays Average Packetin Reply delay calculation
in microsecond.

o o HE
& 3 @
Protocols Openfiow Openfiow  Traffic fresh OF |On Demand  Add
- - chons » Group 1D \Channels ) Messages | Protocols =
Actions Build
Protocals openlow 1 [§ OpenFlow_Switch Runnin Switch Leamed Information
i Overvien <. A D Ope I8 GpenFiow_: g » B
| Leamed Info Recards :
B Scenario (nr Chariel: 1. Flow 0 ‘
~+ ) Ports
& Chassis OF Channel Learned Info ' Flow Leamned Info |
+ @ Protocols gahesh Leamed Info for o
et s e [0 =] e =
[E Openflow_switch Number o |Last Error |Last Error | Humber | Max Packet In |Configured Packetin | Configured Packetin Reply || &verage Packetin Reply Delay
~ €D OpenFlow [P S Gy Az L d|  Type Code | of Ports Court (in usec)
~ [E OpenFlow_switch Running 1 OxD000DFFF Mo special handing for fragmerts  Configured 0 A A 10 128 3 q
» Devices
) Switch Learned Informatial
v

Note: This is a cumulative statistics, therefore the calculation is based on total
packet_in/packet_out sent/received over the period. If your test case requires to measure
controller’s response time under certain condition then stop/re-start the OpenFlow protocol
to get the response time for that period.

17. To verify whether controller has accurately pushed the flow, click the Flow Learned Info
tab, and then click on Refresh Flows button in the ribbon.
= E’a’}

o] aad
%\ B ] protie
Build

ols OpenFlow

) Overview € . {3 €D Protocols » @) OpenFlow » [ OpenFlow_Swikch Running » B Switch Leamed Information
al

) L
@ Scenzrio IVDF Charrel: 1. Flow: 1

~ € Ports
e Chassis OF Channel Leamed Info (Flow Learned Info '
Fiefiesh |
~ 6B Protocols |
~ @ protocal nterfaces Device [a1 =] intertace] I ] or | j‘
W OpenFlovi_Switch
- oo [ e | vmaer [ onrans | oosraniis [ ot | v s [evm et P [ 0

~ [ OpenFlow_Switch Running [} iy Destinstion
b £ Devices [ [1o20013462 1020013460 1 2 1 OxB00 65535 0 222252 111162 61 0

) Switch Learned Informatio
» s

¢ Traffic

[ souree] [ Prctcat | poser [ rensprt S

7) Impairments Learned Flows
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Test Case: Packet_out Rate Calculation

Conclusions
This test case validates:

e How fast the controller is processing incoming packet_ins and sending out packet_out or
flow_mod

o Controller’s ability to dynamically learn various packet_in types and accurately push the
flows to correct switch and the port

Test Variables

Use the following variables to verify the behavior of an OpenFlow controller.

1. Increase the Packetln Tx Burst size. To do that, increasing the Number of Buffers
count is required.

£ {2} FB Protacols + FA OpenFlow » EE OpenFlow_Switch

Devices | Interfaces  OF Channels | Flow Ranges | Actions | Contraller Tasles | Controller Table Flow Ranges | Instruction | Instruction Actions | Switch Ports

—
Stare Mumber of  fMumber of [Rumber of Table | Mumber of Packetin Ranges [fPacketin Tx \Inter Packetin Burst Gap | Calculste Packetin | Packetin Reply Timeout
Flows | Port Ranges Buffers Ranges (hax 10) Burst Size (In m=ec) Reply Delay (In sec)

1 I~ 1 1,000 2 2 SO0 1,000 I 10

1

B o
OF Channels Jy Cortroller & Switch

2. Change Inter Packetin Burst Gap settings to see if it has any effect in controller’s
responsiveness.

Also, try changing Packetln Reply Timeout setting to see it changes the results
4. Create multiple packetln ranges with different headers and unique packet count.

w
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Test Case: Bandwidth Rate Limiting and QoS validation

Test Case: Bandwidth Rate Limiting and QoS validation

Overview

As SDN gradually makes its way into data center networks, the end users’ expectation is that it
must meet or exceed the benefits offered by traditional networks. So, how can OpenFlow be
used to perform rate limiting and QoS traffic engineering?

The OpenFlow v1.3 standard has added Meter/Band functions to support various simple QoS
operations such as rate-limiting, QoS remarking, or packet drop. A meter measures the rate of
packets assigned to it, and enables control of the packet rate. When installing flows, a controller
can attach meters directly to each flow entry, as opposed to queues that are associated to ports.

A meter entry contains the following fields:

e Meter Identifier - A 32-bit unsigned integer uniquely identifying the meter.

o Meter Band - Each meter has one band. The band specifies the rate at which the band
applies and the way packets should be processed. If the current rate of packets exceeds
the rate of the band, the packets are processed in the way specified by the band.

A meter band contains the following fields:

e Band Type - Defines how packets are processed. Packets that exceed the band rate are
dropped or remarked.
¢ Rate - Defines the lowest rate at which the band can apply.

Objective

This test case helps users to validate meter/band implementation on an OpenFlow-enabled
switch. From Ixia’s emulated OF Controller we will push high- and low-priority flows with
different band types as shown below.

High-Priority flow
Match = Destination IP address and DSCP = 48
Priority = 1
Instruction = Meter
Band Type = DSCP Remark
Band Rate = 100 Mbit/sec
Apply-Action = Set-field (DSCP value = 0)
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Test Case: Bandwidth Rate Limiting and QoS validation

Low-Priority flow
Match = Destination IP address and DSCP =0
Priority =1
Instruction = Meter

Band Type = Drop
Band Rate = 250 Mbit/sec

The expectation is, when a switch receives data-plane traffic that matches the rate, it should
continue to forward traffic without any packet drop or QoS remarking. When the traffic exceeds
the configured rate, for high-priority flow, the switch should start remaking the exceeded packets
(above the specified rate) and for low-priority flow, it should start dropping the exceeded traffic

(not all)

Setup

Ixia Controller
4

o]
=
~
~ 3
g
3 Host-2
Host-1 = 0
» - 1 . o
Traffic Source _I )< D\IT ; )l r‘; ‘ :'P'azf;KzDzesnnahon
w111 'xIA l op,.l,l?:_n : xl
STATS
MATOH ACTION
L DROP
AA B8 CC FORWARD
222 MODEFY

Step-by-Step Instructions

The following steps describe how to apply meter/band to each flow entry and validate QoS
implementation of an OpenFlow switch
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Test Case: Bandwidth Rate Limiting and QoS validation

1. Reserve 3 Ixia ports (1 for OF Controller and 2 for data-plane traffic)

i Port Selection =] E3
| Chassis &5 Add Chassis He| | A | Morew Al ports ~ | | Ports in configuration 55 Add Offline Ports Alports ~||
Chassis{Card/Port Type ( Shate MName ChassisfCardjPort
- 10.200.134.45 ixos 6.70.0,50 eb, protocel 7.30.0.1412 it b OF _Controller
@ . p !
v B8 Card 01 16 PORT 10/100/1000 LSM XMVDCL6NG z2 @ Host-1

» B8 Card 02 16 PORT 10/100/1000 LSM XMV16 3 @  Host2
» B8 Card 05 £1248 PORT XMIDOGE4CXP-+FAN-+10GE
- B8 Card 07 £9 16 PORT FlexAP10G165 Sl s
@ Port 01 RG 01 LAY SFP+ 10GBASE-SR/LR
@Port 02 RG 01 LAESFP+ 10GBASE-SR/LR
@ Port 03 RG 01 LAN SFP+ 10GBASE-SR/LR
@ Port 04 RG 01 LAN SFP+ 10GBASE-SR/LR
¥/Port 05 RG 02 LAN SFP+ 10GBASE-SR/LR Ix
¥/ Port 06 RG 02 LAN SFP+ 10GBASE-SR/LR Ix
\FPort 07 RG 02 LAN SFP+ 10GBASE-SR/LR Ix
@ Port 08 RG 02 LAN SFP+ 10GBASE-SR/LR

2. Inthe Protocols Window, select the OpenFlow checkbox to enable OpenFlow

€ . {3} @ protocals

alll Overview
o ( Rnuﬁnnvaduhinn}MPLs | uticast | Ganier Btemet | access | utertcation | Dt GerterBriging | Wirless |

Scenario

Port Description ‘0'13:& Link | aRP ‘ PING | BFD |EIGPJEIGP+ EIGRP ‘ SIS L213 ‘ LacP ‘ Lse [ operFiow | OsPF
L

O pers 7 ® F T T T T T (N " T
i Chassis 2 @ I r r r r r r r I r
3 @ 3 r r r r r r r v r

(B Protocpls
b € Protdol Interfaces

+ 68 OpenFlow

» 6B static

3. Click the Connected Interface tab to configure the emulated OpenFlow switch, IP
address, and Gateway address in the Protocol Interfaces window. For OF
Channel, ensure that ARP is resolved.

|]|] Overview < ﬂ @ Protocols @ Protocol Interfaces
o

Kg 5 R ll Irfetfaces I GRE Tunhels 1 Discovered Meighbors I Irtetface Dddresses l DHCPw4 Dizcowered Information
cenario

¥ ARPonLink Up W Send Single ARP per Gateway @ NS onLink Up ¥ Send Single N5 per Gateway [ Filter By Unresolved Interfaces

O Ports
- " Port . IPvd Address P4 Mask
Chi i
& Chassis Port Deserafian L | Imerface Deseription | Enable | 0 TSR ot Gateway
@ Protocols 12 Host-1 - LAN 5FP+ 10GBASE- @ [Ermpty]
e Z Host-2 - LAN SFP+ 1DGBASE-8 [Empty]
’L— m— OF _Corttraller - LAN SFP+ 10 Connected - Pratocaiint . @ | C 50002 24 50001 D
b 6D static
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Test Case: Bandwidth Rate Limiting and QoS validation
4. Define the Number of Devices and the port role as control by selecting the role
from the Port Role list on the Ports tab on the OpenFlow window.

Note: The Number of Devices option allows creating multiple OpenFlow Switch
emulations on a single physical Ixia port. Make sure a unique protocol interface is
created and assigned to each emulated switch.

< ﬁ @ Frotocols ""1 OpenFlow

|]|]|] Overview
 Show Tabs:
28 Scenario & Controller  © Switch € Al
- O Ports Diagrarm Devices | Interfaces | Cordroller OF Channels I Flow Raniges | Metions | Co
ﬁiﬁ Chassis Murmber of | Mumber of Traffic
Port Protocol State e Encipoints Part Role
- @ Protocols 1 2| Traffic
2 1

- 24 Traffic
» 24 L2-2 Traffic Items
2C High_Priority
24 L2-3 Flow Groups

Traffic
3 \gows /.

5. Click the Devices tab and configure the following parameters:
e Device Role as Controller

e Enable version v1.3
e Number of Interfaces as 1

e If asecured TLS OF channel connection is desired then specify key file path

< Protocols + €2} OpenFiow
olll Overview e =
Show Tabs:
&8 Scenario & Contoller ¢ Switch € Al
- D Ports Dizgrarn I Ports @ Intetfaces I Cortraller OF Chanhels | Flow Rahges | Actiohs I Corraller Tables I Cortealler Table Flow Ranges Instructions | Instuction Actiohs I Groups I Buckets I Bucket Acfions | Mg
o Chassis Nate : Cortents of the cerlficate and private key fles are saved along with IMetwork configuration fle and can be used from another machine:
~ B Protocols - - - - " -
Port Enahle Description (| Device Role |  Enable Yersion 1.0.0 Enable ¥ersion 1.31 humber of Inter faces Private Key File | Certificate File |CA Certificate File|
» 6B Protocol Interfaces
& & openfiow 1 [F Deviees  NCortroler /. [ \ [ / 1
¥ & Static
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Test Case: Bandwidth Rate Limiting and QoS validation

6. Click the Interface tab of the OpenFlow window and assign the Protocol Interfaces
that you created in the Protocol Interface window. This interface is used for the
control-plane (OF Channel). Configure Number of Channels as 1

uuﬂ Overview
8 Scenaric

- [3 Parts
ﬁ!n Chassis

+ €3 Protocols

» @ Protocol Interfaces

'd & OpenfFlow 1

B Stafic

<

a B Protocals + EE) OpenFlow

ES?QH ahg:
&+ Controller Y©~ Switch 4l

Diagrarn I Potts I Devices Comml\erOF Chanhels I Flow Ranges I Actions | Cordroller Tables I Condroller Table Flow Ranges | Instructions:

To change number of Interfaces, zelect 'Devices' tab, and enter number in ‘Mumber of Interfaces' field

Device Description Enable Protocal Interface P 61 @i Numbgr sl el Periadic Echal (D L] Enap\e Hhim
Channels Switches (=ec) Timeout
[ 10 [

\F Connected - Protocolnterfa _y

7. Inthe OF Channels tab specify the IP address of the OpenFlow switch in the
Remote IP field. Also, configure Number of Tables as 1 and Number of Meters as

2

£ o {3} D protocols + EB OpenFiow

Show T abs:

@ Controler € Switch € All

Dieararn | ot | Devices | intefaces _ Gontroller OF Ghannels} Fiow Ranges | Actons | Gonroler Tables | Gortroller Table Flow Ranges | instucions | nstucton actons | Growss | Buckets | Bucket ctions | weters | Bands | Trafic Endpoirs |

humber of

8. Go to the Controller Tables tab and configure Table ID O (default) and Number of
Flow Ranges to 2

<. @}

@ Protocols © H4 OpenFlow

r Show Tabs:
& Controller € Switch € Al

Diaigrata I Parts | Dewices | Irterfaces | Cantoller OF Channels | Flow Raniges |.flc1ions Controller Tables f Contraller Table Flow Ranges | Instuctions

" Enable Hello | Startup Feature | Use | Datapath |Datapath D | Start Up Role Start Up Humber of
nterfacs | Enable | Description | Local P | Remate P |TEC% T0 ot || B e Fora Goneration D |Mumer of Flow Ranges|| Mumber of Taples | =" 5 S
1 ¢ OFChannek1 (50001 ) v (] Mo Role Request 0 I 1 0
(5

OF Channel Description

Enakle Tahle ID Table MName

Mumber of Flow:

Ranges

F ( 0 Jcontroller Table - 0

Features Supported

Py
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Test Case: Bandwidth Rate Limiting and QoS validation

9. In Controller Table Flow Ranges tab configure 2 flows with Src/Dst MAC and IP
address, Ether type and DSCP value.

{ G @Pmmcols "l" Openflow

Show Tabs
& Controlr " Switch Al
g | Pots | evis | ehoes | CorolerOF Canets | Fiow ot | atins | Contoler Tabes ( Contuler Tabe Fow Ranges | petncios | sctin ek | Grougs | Buckes | ket atons | s | s | oo Ents |

Fiter I Far, Ethemet, IPvd j
Controller Table Tahle Miss . Mumber (Configure | In- Physi Ethernet Source " Ethernet Ethernet| IPv4 | IPv4 Source IPv4  (IPv4 Destination | P
Description e Flow Entry Bt of Flows| Range | Port|calin ElianeiEaries FlremeBEey Destingtion Mask | Type [Source Mask Destination Mask DSCP‘
1 2 [T Hiah Priorty 15 13 000000aakhce 000000000000 O00D0GO0.ddif 000000000000 800 1141 285255255255 2221 255265265285 4
2 2 [T Low_Priorty 1. 13 000000:11:22:33 000000000000 000044356677 000000000000 600 1111 255255295235 2222 255295255255 0
1 |
Range & Match }i Config / l%

10. On Controller Tag Flow Ranges > Config tab, change Match type to Strict and
Number of Instruction to 2

< m @ Frotocols ""‘ OpenFlow
Show Tabs:
’75" Cortroller €& Switch Al
Diagratn | Potts | Devices | Iterfaces I Cottroller OF Channels | Flow Ranges | Actions | Cortroller Takles | Gontroller Table Flow Ranges § nztctions | Instuction Actions | Gro

Filter I Port, Ethernet, [Fwd j
p— —
Cortroller Table Send Flow Check Reset |Mo Packet| Mo Byte Icdle: Hard L . Murmber of \
|
Description Removed ‘ Owerlap | Counts | Counts | Counts | Timeout ‘Timeout st Typ;h Rty ‘ Rlokdechelti=c (Ins‘trudion

[WE r r r r r 0 o Strict [ cd 2
z r r r r r 0 0\ Strict o Ird k 2/

—
Range & Match h Config )
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Test Case: Bandwidth Rate Limiting and QoS validation

11. Go to Instructions tab, change Instruction Type as Meter and configure Meter 1D

Note: The Meter ID must be the same as per Meters tab

< ﬁ @ Frotocols "E" OpenFlow
Shows Tabs:
’75‘ Contraller € Switch Al
Diagratn | Pots | Devices I Irtetfaces I Caotiroller OF Channels | Flow Ranhyes | Acfions I Cotdroller Tables | Cotfroller Table Flow Ranhges Inztruction Bcfions

P ——

CorﬁrollerDLit;I:pi:g\l;v Range Descrigtion ﬁmtruction o MTE)EW Metadata‘mﬁzg:ta Tagle EneinE Expng;T:mer‘Expergi;ir Dratay) Nirgﬁzrnsof
1 Instruction-1 Meter 1
2 Instruction-4  {&pply Action 1
3 Instruction-1 eter
4 Instruction-4 \pply Action 1
Instruction Hr h

12. On Instruction Actions tab, change the Action Type as Output and correctly
specify Output port

< ﬂ @ Frotocols "}‘ OpenFlow

Show Tabs:
’7(;' Cortroller € Switch Al

Diagrar | Portz | Devices | Intetfaces | Controller OF Chantels | Flow Ranges | Actions | Caontroller Tables | Controller Table Flow Ranges | Inztructions | Instruction Actions | Groups
Fikter IPort,Ethemet,V... 'I

——e —
Inztruction Descripiiunﬁ’.&diun TYp%PSrT’?;TJE( Dutput Port w hax Byte Length ‘ Ethernet Source ‘ Ethernet Destination

1 Output anLaEl 132 i}
2 Output Maruzl 13 a

WLAN 1D ‘ WLAN Priorit

< |

Instruction Action j

13. On Meters tab, configure Meter ID, enable Rate (Kb/Sec) and Collect Statistics
flags

< ﬂ @ Protocols ‘“}‘ OpenFlow

Shaw Tabs:
|VG' Cartroller ' Switch € Al

Diagrarm | Ports I Devices | Interfaces I Cortroller OF Channels I Flow Ranges | Difions I Cortroller Tables | Controller Table Flow Ranges I Inztructions | Instuction Actions I Groups | Buckets | Bucket Actions

Meter Mumber of Updiate Meter Mod
OF Channel Description | Enable Descrigtion Bands Meter Acvertize Stalus ‘
1 W Meter- 1 Ird
2 W heter2 1 I
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14. Go to Bands tab, configure desired Rate and set the Band Type

<€ ﬁ @ Protocols "‘F OpenFlow

Show Tabs:
[F Cortroller € Switch Al
Diagrarn I Potts I Devices | Ittefaces | Controller OF Chanhels I Flow Ranges | Betons | Controller Tables | Controller Table Flow Ranges | Instructions: | Instuction Actions | Groups | Buckets | Bucket Acfions | Meters |
Band Burst a
Meter Description Descrigtion Rate Size Banl Type Precedence Level | Experimerter ‘
1 Banc-1 105,000 100 -]
2 Band-2 205,000 100 Drop

15. From Controller Table Flow Ranges tab launch Generate Traffic endpoints
wizard. This step is required to create traffic endpoints with matching
source/destination flow entry

W Home Automation Results / Reports Views Configuration

= = P — > W Generate Traffic Endpeint(a)
@ @ ¢ ] ‘& @
Protocels OpenFlow OpenFlow Traffic Update Add Grid
- - Actions*  Group ID Flow Mod * | Protocols = Operations =

Actions Build Grid

i ov € . {3 @ Protocols b F3) OpenFiow
olli Overview

Show Tabs:
3 Scenario & Controller  © Switch Al
- @ Ports Dsgram | Ports | Devicss | Interfaces | Controler OF Chanmels | Flow Rangss | fctons | Cortoller Tatles (Gontroller Table Flow Ranges) instuctons | Instuction Actors | rowes | Buckess |
oy Chassis Fiter [ Fart, Ethemet, IPvd =l
~ 6 Protocols mg:sug?;::le Erable | 20S MSS Flow | b cription N“;”I:\fv';' ‘ Configure Range In Port | Physical In Port Ethernet Source | Ethernet Source Mask
¥ € Protocol Intert: +h-
?_‘ 0"’ :‘F‘I’o: Ehes 1 [ (] Figh_Friorty T - [Ed B G000 ik aeckbee 00 00 00 00 00 00
I Horte B [ r Low_Priorty L T ’ 00.00.00:11:2233 0000000000 00
b Host2

16. Generate Traffic endpoints wizard steps:

a. On page#l, select Source/Destination port and hit Next

Openflow Traffic Converter Wizard - Port Select - Name

— Select Port(z] for Wizard Configuration

ﬁ;able Part Description \

Host-1 - LAM SFP+ 1UGE|ASE-SHJLR_)
Host-2 - L AN SFP+ {0GBASE-SRALR

~
E Host-3 - LAMN SFP+ 10GBASE-SRLR
r OF_Contraller - LAM SFP+ 10GBASE-SRILR

g | b =
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Test Case: Bandwidth Rate Limiting and QoS validation

b. On page#2, select the flow range (in this case High Priority flow range) that
we want to create traffic endpoints and hit Next

Openflow Traffic Converter Wizard - Select Flow Ranges - Name

r~ Flow Ranges
Flow: Range Includet [
Tr
1 High_Priority - Controller Table - 0 - OFChannel-1 - Connected - Protocoliiterface - E
2 Lovwe_Priarity - Controller Table - 0 - ©FChannel-1 - Connected - Protocolnterface - r ]
I

c. On page#3, select the Traffic Source port and hit Next

Openflow Traffic Converter Wizard - DUT In Port To IXia Port Mapping - Mame

—DUT In Ports

DUT In Part U=zer Flow Ranges Ixia Port (Traffic Src)

1 13 High_Priarity - C-:untru:-ller_

d. On page#4, select Traffic Destination port and hit Next

Openflow Traffic Converter Wizard - DUT Out Port To Ixia Port Mapping - Mame

DUT Ot Partz
DUT Ot Port User Floww Ranges Ixia Port (Traffic Dst) ‘
1 132 High_Priority - Contraller { Host2™ ™ ;!
T

e. On page#5 and 6 verify source and destination field information to make
sure it is correct
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Test Case: Bandwidth Rate Limiting and QoS validation

f.  On page#7, select right option to apply configuration. The Generate and
Append option will add a new traffic endpoint (i.e., it will keep existing
endpoints on that port). The 2™ option, Generate and Overwrite, will erase
existing endpoints and create new endpoints. So, carefully select this option.

Dpenflow Traffic Converter Wizard - Name

Cﬁ' Generate and Append to Exizting Configuration )

" Generate and Ovenwrite Existing Configuration

g. Repeat steps a to f for another flow range(in this case Low Priority flow
range)

17. Once the traffic endpoints are created, Use Traffic Wizard to create a traffic stream
for High- and Low-Priority flows by following these steps:

a. Launch traffic wizard

B> ¢ &
L2-3 Regenerate
Traffic =

. < =4 Traffic

|;||][| Overview ﬁ

Transmit State
“@ Scenario 1 VP mE
z b 00 W
4 O Ports
ﬁ!ﬁ Chassis
" @ Protocols
12 E',P Protocel Interfaces
~ 3 OpenFlow
b E Host1
b B Host2
b B Host3
v ¥ oF controller

P €D static
- 2 Traffic
QDC L2-3 Traffic Items ) Summary | Setkings | Tr.
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Test Case: Bandwidth Rate Limiting and QoS validation

b. Select source and destination endpoint and hit next

i Advanced Traffic Wizard 1=l 3

@ Endpoints IxNetwork

Packet | Qo5

Ebg Flow Group Setup

Frame Setup

B

Rate Setup
Flow Tracking
Protocal Behaviors

Previem

V Yalidate

Mﬁﬂ@w%a

= Traffic Item = Source / Destination Endpoints

Traffic Mame  {Hi Traffic Group [ Tag Filkers |None selected

Type of Traffic |IPv4 T Source | Al | T 9
8,

= Traffic Mesh Select Multiple Porks +

sowrcejpest, |one - One e
. » [ oF_Controller
Routes/Hosts  |One - One x.
LTS
Bi-Directional Open-Flow
v Pv4 Ranges

Al Self-Destined

[MEBEBTE=
> [ Host-2

» [] Host-3

- N
A ——MN

Destination | | Al

Select Multiple Ports +

> [ H]

» [] oF_cController

@ ) 32 — Endpoint Sets

Mumber of hosts per Route Encapsulation

¥ Mame: EndpointSet-1

| Merge Destination Ranges b

+ Mame: EndpointSet-2

e

Source Endpaints

Ethernet I1.IPv4 Custom 1 Endpoints

1 Endpoints

c. On page#2, change IP priority to Diff-serv and set DSCP value

[ advanced Traffic wizard

Endpoints

a5

Ex: Flow &Eroup Setup

Frame Setup
Rate Setup
Flow Tracking

Protocol Behaviors

RWBOE

Preview

\/ alidate

L6

M

2 All Encapsulations Per Encapsulation

All Encapsulations - Same settings will be applied to all {1 encapsulation(s)

Q g & 'T?TS % [_;';:\ Field Lookup: [}g
Hame
~ B Frame

B Ethernet 1T
~ B3 Ethernet Header
== Diestination MAC Address
== Source MAC Address
== Ethernet-Type
v B Pvd
~ B3 IP Header
== Yersion
== Header Length

Yalug
length: 128

<Learned Info:=00:00:00:00:00:00
<Learned Info:>00:00:00:00:00:00
<AUTO= 00300

4
<AUTO> 5

Diff-sery _)

~ B5 IP Priority
—~ B Diffserv

~ B3 Per Hop Behavior

Default PHE

v B Default PHE
= pefault PHE

o)

== Unused
== Tatal Length {octets)

== Identification
o Pl

0x0
<AUTO:= 110
a

Destination Endpoints

Traffic Groups/Tags

Mone selected

IxNetwork

Go ko Stack Diagram I;>

-

-

o] Hexview | Kl <kl < 1 [» [» [ Packetloft

| Frame | Offset:0 | Length : 128 Byte(s)

U T Inaress 70 Earess B Latency Bins 0

d. Leave Flow Group setup page as itis

e. On Frame Setup page, specify desired Frame Size
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f.

Test Case: Bandwidth Rate Limiting and QoS validation

On Rate Setup page, configure L2 packet rate to matching band rate (in this
case for High Priority flow, we are setting 100Mbps)

ﬁdvanced Traffic Wizard
¥ : 3
@ Endpoints Rate Setup

(@) &l Encapsulations () Per Encapsulation

Packet § QoS

i [}E: Flows Group Setup

Frame Setup

All Encapsulations - Same settings will be applied to all (1) &

|
@ Rate Setup
] —— Traffic Item Transmission Mode
| % Flows Tracking 2
| (2) Interleaved
@:9 Protocol Behaviors () Sequential
|.i:' L Praviem The Interleaved Transmit mode will interleave the
"yl packets fram each Flow Group when sending Traffic

Walidate

Round Robin Packet Ordering

— Rate
| () Line rate 50,0000 %
() Packet rate 10000.00| per second

C’-fi-Layerz BitRate | 100.00| |Mbps .)
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Test Case: Bandwidth Rate Limiting and QoS validation

g. On Flow Tracking page, enable Ingress tracking for source/destination
pair, IPv4 PHB. Also, enable egress tracking for DSCP

ks Advanced Traffic Wizard
@ Endpoints Flow Tracking

— Track Flows by
Packet [ Qo3 Traffic Tkem

2l

a 1
I:DE: Flow Group Setup [] source/Dest Yalue Pair

[] source/Dest Port Pair
Frame Setup .
J [] source Endpaint

[ ] Dest Endpaint

@ Rate Setup
[] source Part
é e [] Traffic Group | Tag =
: [] MPLS Flow Descriptar
61_;5 Protocol Behaviors [ ] Frame Size
F . [] Flow Group
=z ) Preview [] Ethernet I : Destination MAC Address

[ ] Ethernet I : Source MAC Address
-[_] Ethernet I1 : Ethernet-Type
] Ethernet I1 : PFC Queus

IPv4 : Default PHE D

Yalidate

|:| IPv4 ¢ Source Address -
—— Egress Trackin
( | Enable Eqress Trau:kjn; )
9 | =
Ethernet:IPw4 I Encapsulakion | Ethernet -
Offset CIFM DSCP (6 bits) vD

M

h. Leave all other page defaults and Finish the wizard

i. Build traffic stream for Low Priority flow by repeating steps a to h. For Low
Priority traffic, use Diff-Serv value 0 and L2 Bit Rate 200 Mbps
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Test Case: Bandwidth Rate Limiting and QoS validation

18. Start OpenFlow protocol

O EE-@- -5 2-@® &

Horme Automation Result:
i
K]
D@R\e =
pEn

Protocalsy O w | DpenFlow Traffic :.
= Actions =  Group ID

Actions

|]|]|] Overview

25 Scenario

- e Ports
ﬁ Chassis

- @ Protocols

b E‘l Protocol Interfaces
- EP OpenFlow

v B Host1

v B Host2

F Host-3

¥ ki OF_Controller
¥ B9 static

19. Make sure OF channel comes up

ﬂﬂ Cvenvi < ﬁ @ Protocols @ Openflow E OF_Controller Running
il erview

Show Tabs:
B8 Scenario ’7(' Contraller 7 Switeh & Al

O Ports Devices | Interfaces | Controller OF Channels | Flow Ranges | Actions | Controller Tables  Gontroller Table Flove Rangesl Instuction | In

i!i Chassis

@ Protocols

r Protacol Interfaces - —

- g OpenFlow 0 ¥ r High_Priority
1 E e 2 Ird r Lowy_Priority

Fiter [ Port, Ethemel, VLAN, [Pvd |

Controller Table Description

Enable

Table Miss Flow Ertry Description Murmber ©

2C Traffic
b 24 L2-3 Traffic ltems
24 12-3 Flow Groups

< |

Range & Malch A Config /

| @ || SelectViews. | OpenFlow Controller Aggregated Statistics

<)) i
/) Impairments Stat Marne |P0rt Name (&_Channel Configured  |OF Channel Configured UD‘TQF Channel Learned Up
+ QuickTests b1 | 10.200.134,45/Card07/Port0s OF_ControIIer\ 1 }/ i)
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Test Case: Bandwidth Rate Limiting and QoS validation

20. Also, check Meter stats to see if OF Controller added Meter along with flow entry

| @ || SelectViews.. | OpenFlow Controller Aggregated Statistics

Skak Marne |F'n:|rt Mame Meter Dels Tx
b1 | 10.200.134.45/Card07Port0s OF_CDnI:rDIIerk ;;‘ 0 1]
10,200,134 .45/ Card07fPort06 Host-1
10,200,134 .45/ Card07Port07  Host-2
10,200,134 .45/Card07/Port0S Host-3

B LD | P

All | Session | Handshake | Config | PacketIM | Flow | Group -Stat Fuol 1

21. From Controller Learned information, Refresh OF Channel to get status

Q@& & 3 = @

Protocols OpenFlow OpenFlow Traffic n Demand Send Barrier Add

[
o

Refresh OF

= = Actions = Group ID Channels £553ges Request Protocols =
Lctions Build
["] Overvi < ﬁ @ Protocels @ OpenFlow E OF_Centroller Running Controller Leamned Informatio
il Erview
B Leamed Info Recards :
'(g Scenario 0OF Channel : 1. Topalogy : 5, Flow Stat : 3, Flaw Agar. Stat : 1, Part Stat : 4, Yendar/Exp Stat : 0, Meter Stat: 0

Meter Config Stat : 0, Meter Features Stat : 0, Table Features Stat: 0, Group Stat : 0, Group Description : 0, Gro

- O Parts Agpnc Config Stat : 0, Switch Config : 0, Desc. Stat: 1, Table Stat: 1, Queue Config : 0, Queus Stat: 0, Part Fe
“Pt Chassis
( OF Channel Leamed |ﬂf0)| Flow Stat | Flouy etegated Stt I Pt Stat | WendorExpetimenter Stat | Description Stat
- @ Protocols
» €3 Protocol Interfaces Refresh Learned Infa far:
~ BB CpenFlow DBViCI{IA” 'l Interface | j
v B Host1 ;
v B Host2 Select tﬁé rows to zend trigger/stat requests
4 E Host-3 Actions Supported Session Type Mumber of Errors Received
- E OF_Controller Running

2 Configured 140 T EC|LIE

Controller Learned Infor
r D Shetic
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Test Case: Bandwidth Rate Limiting and QoS validation

22. Trigger on-demand Meter stats, Meter Configuration stat, and Meter Features
stat

@ &

9 (%) % @

Protocols OpenFlow OpenFlow Traffic Refresh OF | On Demand Send Barrier Add
~ 7 Actions * Group ID Channels | Messages Request Protocols =
Actions Build

Open Flow Learned Info Trigger Settings 1 |I -
ed |
| Queue Stat | Port Features @eter Stﬁl Meter Configuration Stat | Meter Features StaE)‘I h I 4 I —

Scenario
u(g v Meter Stats &

- O Parts Responge Timeout [meec) IE,DDD tat

& Chassis —

uﬂﬂ Overview

+ @ Protocols MeterlD [ =l
b @ Protocol Interfaces

- @ OpenfFlow
Host-1
Haost-2
Host-3
OF _Controller Running
L] .R- [lewires
Controller Learned Inform

» 6B oiat

T

23. Analyze Meter Stat, Meter Configuration Stat, and Meter Features Stat response
from the switch

£ . {2} B Protocols + EB Openfiow * B OF Controlier Running * B Controller Learned Information

Learmed Info Recards
OF Channel - 1, Topolagy - 5. Flow Stat : 3, Flow Aaar. Stat 1, Port Stat - 4, Yandor/Exp Stat : D, Meter Stat : 2

Meter Canfig Stat - 2. Meter Features Stat - 1, Tabls Features Stat : 0, Group Stat : 0, Group Desciiption : 0, Group Feature 0
Async Config Stat - 0, Switch Config ; 0, Diesc, Stat: 1, Table $tat : 1, Queue Config : 0, Bueue Stat; 0, Part Features ; §

OF Channel Leatmed Inf | Floun Sfat | Flowy Lureyates Stat | Patt St | WendorExperimenter Stat | Description Stat | Tahle Stat | Queug Corfly I Quene Stat | Patt Features | Tapology Leatmesd Info @ hbeter Corfiguration Stat | Mleter Features

Select the rows to send tigger/stat requests

Megotisted Error | Error Mcter | Flow Murmber of

Local P | Remate P | Data Path D ‘ Data Path 1D tHes) | CECEE | Latency tuses)) S0 | UL | meply Stete | Cnunt| Packet In Court ‘ Byteln Count  |Duration(Sec)| Durationnsee) [ 10" S0
i 50002 50001 497850491 598,09 0x0001C4CADIBSTEET  0x04 460 M&  MA  Reply Recelve 1 0 18446,744,073,709 18,446,744,073,700. 1,125,714 [ 1
B 50002 50001 497,850,491 698,09 0x0001CACADIBSTEEN  0x04 1460 N&  MA  Reply Receive 2 0 18446744073,709 18,446,744,073,709 1,127,136 i 1

< ﬁ é_:l Protacols h‘? OpenFlow E OF_Controller Running @ Controller Leamed Information

Leamed Info Records
OF Channel: 1, Topology : 5, Flow Stat @ 3, Flow égar. Stat: 1, Port Stat : 4, Vendor/Exp Stat : 0, Meter Stat: 2

Meter Config Stat: 2, Meter Features Stat: 1, Table Features Stat: 0. Group Stat: 0. Group Description : 0, Group Feature : 0
Aspnc Config Stat: 0. Switch Confia: 0, Desc. Stat: 1. Table Stat: 1, Quewe Config: 0, Queue Stat: 0, Port Features : 5

QF Channel Leamed Info | Flows Stat | Flow Bgareqated Stat | Part Stat | endorExpermentsr Stat I Deseripion Stat | Tahle Stat | Cueue Carfig | Cueue Stat | Port Features | Topology Leamed Info | hleter Stat (Mmr[:nnﬁqumﬁon f:;)r

Select the rows to send tigger/stat requests

Megotisted | Latency | Ervor (Error Meter | Mumber of

Local IP | Remate IP Data Path ID | Data Path 1D (Hex) e fusec] | Type | cade Reply State D Band Stats
1 50002 50001 497 850,491 695,097  0x0001 C4CADIBSTRET 0x04 1600 M&  MA  Reply Received 1 1
2 50002 50001 497 850,491 695,097  0x0001 C4CADIBSTEET 0x04 1600 M&  MA  Reply Received 2 1

€ . {3} D protocols + D Openfiow  E OF Controlier Running * [B) Centroller Leamed Information

 Leamed Infa Records -
OF Channel 1. Topolagy : 5. Flow $tat; 3, Flow Aggr. Stat: 1, Port Stat: 4, Vendar/Exp Stat : 0, Meter Stat: 2

Meter Config Stat - 2, Meter Features Stat : 1, Table Featurss Stat 0, Group Stat - 0, Group Description : 0, Group Feature -
Async Config Stat - 0, Switch Config : 0, Diesc. Stat : 1, Table Stat : 1. Queue Config - 0, Queus Stat - 0, Pott Features : 5

OF Channsl Leamedt Irfo | Flow Stat | Flow Augreatee Stat | PortStat | VendorExperimenter Stat | Descrigton Stat | Table Stt | Cueue Goriy | Cueue Stat | Port Features | Topolowy Leamed rfa | eter Stet | heter Confiuration stat (Meter Features Stat ‘

Switch to "OF Channel tab to ssnd trigger
Remate | Data | Data Path [Negotisted [Latency | Errar |Erm [ " W
Local P25 | oD | 10 o) | werston | tusces | Type | v |FoR Statel Q2% Band Type Capabiltiss s | M Color
fi 5000250001 497,850, D<0001C4. 004 41739 NA NA ReplyRece 512 Drop Packel  Rate KEPS Burst Size 1 2
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Test Case: Bandwidth Rate Limiting and QoS validation

24. Start data-plane traffic, since traffic rate is below (or equal) to configured rate, no
traffic loss should be observed

= 3 .
: ﬁ ﬂ = Grig/Column Profiles = .,
o [ Group Rows By =
Grid

E|_

Traffic A 3 Edit Traffic Edit Flow Re te Delete Traffic Find
- Actions~ T Itemn Group = Options Operations =
Edit Grid Rate
G Traffic » =G L2-3 Flow Groups
I]l]ﬂ Overview < ﬁ =
Transmit Skate Suspend Tx Port R Ports Flowe Group Mame
@5 Scenario w (& [0 B Traffic Item Name: High_Priority T Mode: Interlesved, SrojDst Mesh: OneToOne, Rouke Mesh:
1 @& nm Host-1 Host-2; High_Priarity-EndpaintSet-.., |
hd 0 Ports v (& [0 M Traffic Item Name: Low_Priority  T¥ Mode: Interleaved, Src/Dst Mesh: OneToCne, Rouke Mesh:
A% Chassis T @& 0m Host-1 Host-2; Laww_Pricrity-EndpainkZet-1,., |
~  Protocols
] @ Protocol Interfaces [}\’
- @ OpenFlow
v B Host1
v B Host2 Summary | Flow groups | Frame Setup | ]
~ ki oFc Running
4 Devices | @ |[ selectviews.. | OpenFlow Controller Aggregated Statistics L2-L3 Test Summary Statistics Flow Statistic
Controller Learne
b £ Static Traffic Ikem ﬁ:rames |R>< Frames |Frames Delta |Loss o |T>< Frame Rate |Fx Frame Rate YT L1 Rate (bps)
o § High_Priority 791 7a1 o 0,000 S0.000 50,000 59,200,001
= % Uglils Law_Priority 1,582 1,582 o 0.000 100,000 100,000 118,400,001
+ 0 12-3 Traffic Items
24 High_Priority
G Low_Priority

25. Now, double the traffic rate on both streams. Since the rate is exceeding
configured Meter rate, switch should drop 50% traffic

F= Grid/Column Profile
E?n =&
Grid

|| Group Rows By =

L2-3 47 Traffic Add L2-3 Edit Traffic Edit Flow Regenerate =lete Traffic Find
Traffic~ Traffic * Actions ~ affic = Itemn Group = Options Operations ~
Run Edit Grid
) < 2K Traffic * &< 1L2-3 Flow Groups
|]|]|] Owverview a ?
Transmit State Suspend T Port R Ports Flow Gro
W\g Scenario v (& 01 B Traffic Item Name: High_Priority T Mode: Interleaved, SrciDst Mesh: OneToo
1 &P 01| Host-1 Host-2; High_Priarity-E
- O Ports v (& 01 W Traffic Item Name: Low_Priority T3 Mode: Interleaved, SrciDst Mesh: OneToOr
a% Chassis 2k &P 0 m Host-1 Host-2; Low_Priority-Er
«  Protocols
3 @ Protocol Interfaces %
- @ OpenFlow

v B Hosta

¥ EE Host-2 Summary | Flow groups | Frame Sekup ﬁ
~ B OFC Running
r Devices [ @ || select views..
Controller Learne
b Static Traffic Tkam ITx Frames |Rx Framas |Frames Delka |Loss e |T>c Frame Rate |Rx Frame Rate h
] High_Priarity 7,080 3,569 3,511 49,590 100,000 50,000
~ G Traffic Law_Priority 14,160 7,137 7,023 49,507 200.000 100,000

- 24 L2-3 Traffic Items
2C High_Priority
2 Low_Priority
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Test Case: Bandwidth Rate Limiting and QoS validation

26. To further test Meter function, try to change band type as DSCP remark

< ﬁ Protocols ’E‘! OpenFlow E QOFC Running

Show Tabs:
’75‘ Contrller  © Switch Al

Devices | Interfaces I Controller OF Channels | Flow Ranges I Mctions I Controller Tables I Controller Table Flow Ranges I Inztruction I Instuction Actions I Broups I Buckets | Bucket Actionz I hileters

Meter Description | Band Description | Rate Burst Size Band Type | Precedence Level w Experimerter
1 Band-1 50 1 W}P Remark 114
2 Band-1 100 1 Bropr

27. Start data-plane traffic with double rate than configured Meter rate. Observe
Ingress/Egress statistics.

MOEE- - @ % -0ke- @ -[E Drill down per SourceDest Endpoint Pair [N xNetwark [CPQD-Meter Rste imiting.ixncia]
W Home Automation Results / Reports Show AllFitered Flows Design
) & ‘ Drill Do per Rx Port . 5 Nen [|‘ s Data Collection
ri‘? e K \
2 VA =@ Ingress/Egress Statistics 3 Ethernet:IPv4 DSCP (6 bits) at offset 120 - f Edit ‘Kﬂ i [0l csv Logging Autoupdate
Clesr Al Customize  Drill  Ingress/Egress : Custom View Test Resuits - ¢
Statistics~  Traffic View Down~  Statistics ~ Customize. .. Showenll Egress = @ Pin Wizard Picker. [0 Data store
Statistics Traffic Customi Edit Fiter Selection View Sefs New View Data
2 Trafic Edit Statistics Designer
il Overview <G &
Transmit State: Flow Groups Tx Ports R Ports Endpoint/Encapsulation Sets
2] Scenario 1 v ECRI 1 i il 1
2 1 L 1 1
« @ Ports L OID Hide viewr - - = -
iy Chassis Show »
~ 1 Protocals Unfin
» €D Protocol Interfaces Undock,
~ €D openFiow
v | Host Insert Row 3
» B Host2 Right Mouse Insert Colurn ,
~ B orCaunning click Insert Formula Caluran 3
» b Devices
Bl controller Learme Sumrary | 5o\ | Tra]
b 5 Static
- 3¢ Traffic @ || selectvidge.. L2-13 Test Summary Statistics ~ Flow Statistics ~ Data Plane Port Statistics ~ User Defined Statistics {_ Traffic Item Statistics
~ 24 L2-3 Traffic ltems Traffic Ttem Tx Aame: Frame Rate |RxFrame Rate |Tx L1 Rate(bps) |RxL1Rate(bps) |Rx Bytes Tx Rate (Bps) ‘Rx Rate (Bps) |Tx Rate (bps) |RxRate {
oG High_Priority High_Priority e A 100,000 100,000 118,400,000 118,400.000 820,864  12,800.000 12,800,000 102,400.000 102,40
¢ Low_Priority Low_Priorky 12,826 6,477 6,349 49.501 200,000 00000 236,800,000 118400000 629,056 25600000 12,600,000 204,600,000 102,40

¢ 17-3 Flow Grouns

The switch should start performing DSCP remark on exceeded packets as shown in
below snapshot

Ld Select Views.. OpenFlow Controller Aggregated Statistics L2-13 Test Summary Statistics Flow Statistics Data Plane Port Statistics User Defined Statistics Traffic Item Statistics
H Ethernet:IPv4 DSCP (6 bits) at offset 120 Ethernet:IPv4 DSCP (6 bits) at offset 120

Traffic Item ‘Egress Tracking |Tx Frames  |RxFrames  |Frames Delta |Loss % T Frame Rate |Rx Frame Rate |Tx L1 Rate (bps) |Rx L1 Rate (bps) |Rx Bytes
(=] High_Priority Ethernet:IPv4 DSCP (6 bits) at offset 120 15,613 15,613 o 0.000 100.000 100.000 118,400.000 118,400.000 1,998,464
pz |  2/2Flow 7,775 50,000 5,200000 99,200
3 48 7,838 50.000 59,200.000 1,003,264
B4 Low_Priority Ethernet:IPv4 DSCP (6 bits) at offset 120 31,226 15,677 15,549 49.795 200.000 100.000 236,800.000 118,400.000 2,006,656
bs 1/1 Flow [1} 15,677 100,000 118,400.000  2,006,65€

Conclusion

This test case validates meter functionality. When the traffic rate for the associated flow entry
stays below the configured rate, the switch should not apply meter/band and no packet loss
should be observed. When the traffic goes above the specified rate, the switch should apply
meter and should either drop the exceeded traffic or perform DSCP remark for exceeded traffic
if the band type is set to DSCP remark.
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